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OIIPEJEJIEHUA

B HacTos1eM JOKYMEHTE UCTIONB3YIOTCS CIIEYIOIUE TEPMHUHBI U UX ONPEACIICHHUS.

ABTOMATH3HPOBaHHasl CHCTeMa - CHCTEMa, COCTOSIAs M3 IEpCOHajla M KOMIUIEKCa
CPEACTB aBTOMAaTHU3allMU €ro NESATENbHOCTH, peaIu3ylolnas HHGOPMALMOHHYIO TEXHOJIOTHIO
BBIITOJIHEHHS] YCTAHOBJIEHHBIX (YHKLUH.

AyTeHTH(HKAIHS OTNPABHTEIS JAHHBIX - IOATBEPXKJICHHE TOrO, 4TO OTIIPABHUTEIb
HOJIy4E€HHBIX AaHHBIX COOTBETCTBYET 3asiBIICHHOMY.

be3onacHOCTh MEPCOHANBLHBLIX JAHHBIX - COCTOSIHHE 3AIIMINCHHOCTH I1E€PCOHATBHBIX
JIAaHHBIX,  XapakTepHU3yeMO€ CIOCOOHOCTBIO  MOJb30BaTeleld, TEXHUYECKUX CpeACTB U
MH(QOPMALIMOHHBIX TEXHOJIOTHH 00ecrednTh KOHOUACHIHAIBHOCTD, IIEIOCTHOCT U JOCTYIHOCTb
IIEPCOHATBHBIX [aHHBIX NpH HUX 00paboTke B HMHGOPMALMOHHBIX CHCTEMAax IEPCOHAIBHBIX
JIaHHBIX.

buoMerpnyeckne mnepcoHa/lbHbIE [JaHHbIE - CBEICHUS, KOTOPBIE XapaxKTEPU3YIOT
Gu3noNIOTHYECKHE OCOOCHHOCTH 4YeNIOBEKa M Ha OCHOBE KOTOPHIX MOXHO YCTAaHOBHThH €rO
JMYHOCTh, BKJIIOYas QoTtorpaduu, OTIEYATKH NaiblieB, 00pa3 ceT4aTKd Ifas3a, 0COOEHHOCTH
CTPOEHHS Tella U APYTyIo NoA00HYI0 HHPOPMAIIHIO.

BiokupoBanne mnepcoHaNBHBIX JaHHBIX - BPEMEHHOE IIpekpamieHHe cbopa,
CHCTEMaTH3allMHi, HaKOIUIEHHS, UCIIOJIb30BaHUS, PaCIIPOCTPAHEHU S, IEPCOHAIIBHBIX JAaHHBIX, B TOM
qucIIe UX NepelavH.

Bupyc (xoMnbrOTepHBIH, MPOrpaMMHBIN) - HUCIOJHSAEMBIA IPOTpaMMHBIA KOA HIIH
UHTEPIPETUPYEMBIE Ha0Op HMHCTPYKLHMH, 00Jafalomuii CBOWCTBAMH HECAHKIMOHHMPOBAaHHOIO
pacIpoCTpaHEHHUsl U caMOBOCIIpou3BeaeHUs. Co3aHHble QyOJIMKaThl KOMIIBIOTEPHOIO BHpYyca He
BCerJa COBMAJAlOT C OpPUITHHAIOM, HO COXpPaHSKT CHOCOOHOCT, K  JalbHEHIIEMY
pacIpoCTpaHEHUIO U CAMOBOCIIPOU3BEACHHUIO.

Bpenonocnas mnporpaMma - nporpaMMa, IIpefHa3Ha4€HHas JUIsl OCYILECTBJICHHUS
HECAaHKLMOHHPOBAaHHOI'O JOCTYyNa U (WJIM) BO3ACHCTBUS Ha NEPCOHAIbHbIE JAaHHBIE MIIM PECYDPCHI
UHQOPMaLIMOHHOH CUCTEMBI [IEPCOHANBHBIX TAHHBIX.

BcenoMoratenbHble TeXHHYECKHE CpPeICTBA M CHCTEMbI - TEXHUYECKHE CPEICTBA U
CHCTEMBI, HE NpeAHa3HauYeHHbIE Ul Nepenad, 0OpabOTKH U XpaHEHUs NEPCOHAIbHBIX JAHHBIX,
yCTaHaBJIMBAEMbIE COBMECTHO C TEXHHYECKHUMHM CPEJICTBAMH M CUCTEMAaMHM, IpeAHA3HAYCHHBIMU
Uit  00pabOTKM MEPCOHAIBHBIX JaHHBIX WIM B IIOMEIIEHHSX, B KOTOPBIX YCTaHOBJICHBI
MH(OPMAIMOHHBIE CHCTEMBI [IEPCOHANBHBIX JAHHBIX.

Joctynm B onepauMoHHYI0 cpexy KommnbioTepa (MHPOPMAUHOHHOH CHCTEMBI
NMEepPCOHANILHBIX JAaHHBIX) - MOJy4eHHE BO3MOXKHOCTU 3aIlyCKa Ha BBIIOJHEHME INTATHBIX KOMaHJ,
GbyHKUMH, TpoLeayp ONEpalMOHHOW CHCTEMB! (YHHUTOKEHHS, KOIIUPOBAHUS, INEpEMEIIEHUS U T.IL),
UCTIONHAEMBIX (aiiyIoB IPUKIIAIHBIX IPOTPaMM.

Hoctyn k HHGpopMaHH - BO3MOXXHOCTb IOTy4eHUs! MHPOPMAIIUU U €€ UCTIONIb30BaHHS.

3ak/1al04HOE YCTPOHCTBO - 3JEMEHT CPEACTBA CheMa MH(OPMAIMH, CKPBITHO BHEAPSAEMBIH
(3aKs1aIpIBAEMBIH WJIM BHOCUMBIH) B MECTa BO3MOXKHOTO CheMa MHGOPMAIIMH (B TOM YHCIIE B OTPaXICHUE,
KOHCTPYKLIMIO, 000pPY/I0OBaHUE, IIPEIMETHI MHTEPHEPA, TPAHCIIOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE
CPEZICTBA U CUCTEMBI 00paboTKH MHPOpMAaIHH).

3amunmaemas uHpopMauusa - HMHPOPMAIMS, SBJISIOMIASACS IPEIMETOM COOCTBEHHOCTH H
NOJUIeXKaIas 3aluTe B COOTBETCTBMH C TPeOOBAaHMSMH IPABOBBIX JOKYMEHTOB WIM TpPeOOBAHUSAMM,
YCTAHABJIMBAEMbIMU COOCTBEHHHMKOM HH(POPMALIHH.

HaenTndukanus - npucBoeHue CyObeKTaM UM OOBEKTaM JOCTyIa HACHTH(hHMKATopa U (W)
CpaBHEHHE MPEBSBIISIEMOT0 HICHTU(UKATOPA C TIEpeIHEM IIPUCBOCHHBIX UACHTU(UKATOPOB.

HHdopMaTHBHBIA CHIHAJ - 3JIEKTPUYECKUE CHTHAIBI, aKyCTUYECKHE, IEKTPOMATHUTHRIE U
Jpyrde (u3MUecKHe IOojs, 0 MapaMerpaM KOTOPBIX MOXET ObITh pacKpbiTa KOH(HICHIMaIbHas
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uHbOpManus (NepcoHANbHBIE JaHHbIe) oOpabarTbiBacMas B WH(GOPMAIIMOHHONH CHCTEME IEPCOHATBHBIX
JaHHBIX.

Hndopmanuonnas cucrema nepcoHanbHbix AaHHbIX (MCII[IH) - uHbOpMaiMoHHas
CHCTEMa, NpeCTaBJIsoIas co00ii COBOKYITHOCTh MEPCOHATBHBIX JaHHBIX, COACPXKAIIUXCS B Oa3se
JAHHbIX, a TaKkXe HMHQOPMALMOHHBIX TEXHOJOTMH M TEXHHYECKMX CPEICTB, MO3BOJISIOLIMX
OCYIUECTBIIATE OOpabOTKY TakMX Li€PCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM CPEICTB
aBTOMaTH3aIMK WIH 0e3 UCIIOJIb30BaHUS TAKUX CPEACTB.

UndopmanuoHHbIe TEXHOJOTHH - IPOLIECCHI, METObI ITOUCKA, cOOpa, XpaHEeHHs, 00paboTKH,
HPENIOCTaBJICHHS, PaclpOCTpaHEeHUsT MH(OpMaIMK U crocoObl OCYIIECTBIICHHS TAKUX HPOLECCOB U
METOJIOB.

Hcnonb3oBaHHe MepcOHANBHBIX AAHHBIX - JCHCTBUA (ONEpallMM) C INEPCOHAIbHBIMH
JIaHHBIMH, COBEpILIAEMbIe ONEpPaTOPOM B IENAX NPUHATUSA PEUICHUA WM COBEPIICHUS HHBIX
JICHCTBUH, MMOPOXIAIOIIUX IOPUAMYECKHE NOCIECACTBUS B OTHOIUCHHMH CyOBEKTa MEPCOHAIBHBIX
JaHHBIX WJIM APYTUX JIMI JIMOO WHBIM 00pa3oM 3aTpardBaloIIMX MpaBa M CBOOOABI CyOBEKTa
NEepCOHANTbHBIX JAHHBIX WIH APYTUX JIUL.

HcTouHuK yrpo3nl 6e3onacHOCTH HHGOPMAIHH - CYOBEKT JIOCTYIIa, MATEPHATILHBIA OOBEKT
Wi QU3MYECKOEe SBIICHWE, SBJIOINMECS IPUYMHOM BO3HMKHOBEHHMS Yrpo3bl 0€30IacHOCTH
HHbOpMALIHH.

KonTponupyemas 30Ha - IpOCTPaHCTBO (TEPPUTOPUS, 37aHHE, YacTh 3/aHus, [IOMELLICHHUE), B
KOTOpPOM HCKJIFOYEHO HEKOHTpOJMpyeMoe NpeOblBaHHe MOCTOPOHHMX JIMIL, @ TaKKe TPAHCIOPTHBIX,
TEXHUYECKUX U HHBIX MaTEpUATTbHBIX CPEJICTB.

KonpuaeHIHANBHOCT, MEPCOHANBHBIX NAHHBIX - O0O0S3aTeBbHOE U  COOMOCHUS
OIEpaTopoM WM HHBIM IMOJNYYHBLIAM JOCTYI K IEPCOHATHHBIM JAHHBIM JIMIIOM TpeOOBaHUE HE
JIOITyCKaTh UX PacIpoCTpaHeHHe Oe3 coryiacks cyObeKTa NMEpCOHANBHBIX JAaHHBIX WM HAJIMYMsS WHOTO
3aKOHHOTO OCHOBAaHMS.

MexkceTeBOH 3KPaH - JIOKAIHHOE (OHOKOMIIOHEHTHOE) WM (YHKIIMOHAILHO-PaCcIIPECIICHHOE
nporpavMHOE  (TIPOrpaMMHO-AMIApaTHOE) CPENCTBO  (KOMIUIEKC), PpPEIM3yIOINee KOHTpOJb 34
uHbOpMaIMeH, NOCTynaromel B HHOOPMAIMOHHYIO CHCTEMY IIEPCOHAIBHBIX JAHHBIX W (WJIH)
BBIXOJIAIICH U3 HHDOPMAIMOHHOW CUCTEMBI.

dapymuTesb 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX - (GU3MYECKOE JIMLIO, CIIy4aiHO W
[PSHAMEPSHHO COBEPILIAIOIICE JCHCTBUS, CIICACTBUEM KOTOPBIX SBJISETCA HapylleHHe Oe30macHOCTH
NEPCOHANBHBIX JIAHHBIX MpU MX 00pabOTKe TEXHUYECKHMMH CpeCTBaMH B MH(OpPMAIMOHHBIX CHCTEMaX
MIEPCOHAJIbHBIX IAHHBIX.

HeaBTromMaTH3npoBaHHasi 00paboTKa mMepCOHANBLHBIX [JaHHBIX - 00paboTka
NEPCOHANBHBIX JAHHBIX, COAEPXKALIMXCA B MHPOPMAIMOHHONH CHUCTEME MEPCOHAIbHBIX IAHHBIX
7100 U3BIICUSHHBIX U3 TaKON CUCTEMBI, CYUTACTCS OCYIUECTBICHHON €3 HCIIOIb30BaHUS CPEICTB
aBTOMaTU3alMM (HEaBTOMATU3UPOBAHHOMN), €CIIM TaKue NEHCTBUS C NEPCOHAIBHBIMHM JAHHBIMH,
KaK HCIIOJB30BaHHE, YTOYHEHHUE, pacnpoCTpaHEHHE, YHHYTO)XXCHHE NEPCOHAJbHBIX JaHHBIX B
OTHOIIEHUM KAXIAOr0 M3 CYOBEKTOB IEpCOHANIbHBIX JIaHHBIX, OCYILICCTBISIOTCS IIpH
HETOCPEICTBEHHOM YYacTHH YeJIOBEKa.

HeneknapupoBaHHble BO3MOMXKHOCTH - (YHKIHOHAIBHBIE BO3MOXXHOCTH — CpEICTB
BBIYHCIIUTEIILHOM TEXHUKH, HE OIMMCAHHBIE HWJIA HE COOTBETCTBYIOIUME OIUCAHHBIM B JOKyMCHTALIUH, IIpH
HCIIOJTb30BaHNH KOTOPBIX BO3MOXKHO HapyIlICHHE KOHPUACHIMATHHOCTH, JOCTYITHOCTH W LEJIOCTHOCTH
00pabaTrIBaeMOi HHPOpMALIUH.

HecankunonupoBaHHbIli A0cfyn (HeCAHKIHMOHHPOBAHHbIe NeHCTBHA) - JOCTYNl K
UHOOpMAIMK WM NEHCTBUS ¢ WHpOpMaLMeHd, HapyllaloIlKe IpaBWwia pasrpaHAYEeHUs JOCTyNa ¢
UCNONB30BaHUEM  INTATHBIX  CPEACTB, MPEAOCTAaB/SIEMBIX HMHGOPMAIMOHHBIMH  CHCTEMAaMHU
NEPCOHAJILHBIX JAHHBIX.
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Hocutrens uHpopMammM - (QU3MYECKOe JMIIO WIM MaTepuabHbIi OOBEKT, B TOM 4YHCIE
(u3MYECKOe TI0Jie, B KOTOPOM HH(OpMallis HAXOOUT CBOE OTPaKEHHE B BHAE CHMBOJIOB, 00Opa3oB,
CHTHAQTIOB, TEXHHYECKHX PEIIEHHH M MPOLECCOB, KOMMYECTBEHHBIX XapPAKTEPHCTHK (HU3UUECKHX
BEJIMYMH.

OO0e3iMunBaHHe MNEPCOHAJNBHBIX [aHHBIX - JCHCTBUSA, B pe3yibTaTeé KOTOPBIX
HEBO3MOXXHO OINPENEIUTh MPHHAMICKHOCTh TMEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
HEePCOHANBHBIX AAHHBIX.

O0padoTka nepcoHaNBHBIX JAHHBIX - JEHCTBUS (OMepalyu) ¢ NepCOHAIbHBIMUA JAaHHBIMHY,
BKJIIOYas COOp, CHCTEMATH3ALMIO, HAKOIUICHWE, XPaHEHWE, yTOYHEHHE (OOHOBIEHHE, H3MEHEHHE),
UCIIOJIB30BaHHE, PACHpPOCTpaHEHHE (B TOM 4HCIe mepefady), oOe3MYMBaHME, OIOKUPOBAHME,
YHUUTOXEHHE EPCOHATBHBIX JAHHBIX.

O0menocTynHble mnepcoHaIbHbIe [aHHBbIE - T[EPCOHAIbHBIE [aHHBIE, JIOCTYI
HEOTPaHMUYEHHOTO Kpyra JIMI K KOTOPBIM MpPEAOCTaBIEH C COIJacus CyOBEKTa MEepPCOHAJIbHBIX
JAHHBIX MM Ha KOTOpBlE B COOTBETCTBHH C (pelepalbHBIMH 3aKOHAMH HE PaCIpOCTPaHAETCS
TpeGoBaHue COOIIONCHHS KOHPH ICHITHATBHOCTH.

Onepartop (nepcoHaNbHBIX AAHHBIX) - TOCYJJAPCTBEHHBIH OpraH, MyHHLHUIIAIbHBIA OpraH,
IOpPHIIMYECKOEe MM (U3UYECKOe JIMIO, OpraHMW3ylolnee M (WIM) OCYyLIECTBIBIIOIEe 00paboTKy
HEPCOHANIBHBIX JaHHBIX, a TAKKe ONpeesSIOmMe LeMd U coAepikaHue 0OpabOTKH IMEepPCOHANIBHBIX
JTAaHHBIX.

IlepexBaT (MHpopmManuu) - HENpaBOMEpHOE MOJiyueHHE HHGPOpMALMH C HC-
N0JIb30BaHHEM TEXHHYECKOTO CPEJCTBa, OCYIIECTBISIOMEro oOHapyXeHHe, IpHeEM U 00paboTKy
UH(GOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble naHHBbIe - M06as HHGOpPMAaIMs, OTHOCAINASACS K OINPENEICHHOMY HIIH
olpeaesieMOMY Ha OCHOBAHHH Takoi HHGpOpMAIHU (HU3HYECKOMY JHLY (CyOBEKTY EPCOHAIIBHBIX
JaHHBIX ), B TOM YHUCJIE €r0 (aMHIUs, UMsl, OTYECTBO, FOJl, MECHIL, 1aTa U MECTO POXKAEHHS, aJIpec,
ceMeliHoe, collalbHOe, MMYIIECTBEHHOE MOJIOKEHHe, 00pa3oBaHue, Mpodeccus, J0XO0Ibl, Apyras
UH(pOpMaLHUS.

To0o4uHbIe 7HEKTPOMATHHTHBIE H3JIYYeHHMA M HABOAKH - JJIEKTPOMardHUTHEIE
U3IyYEHHUs] TEXHHUYECKHX CpelncTB 00paboTku 3amuinaeMoil MH(OpMaluH, BO3HHKAIOLIHME Kak
no0OYHOE SIBJIEHWE M BbI3BaHHBIE J3JIEKTPUYECKHMH CHUTHAIaMH, [EHCTBYIOIIMMH B HX
SNIEKTPUYECKUX W MArHUTHBIX LEMsX, a TaKKEe JEKTPOMAarHUTHblE HABOIKH 3THX CHTHAJIOB Ha
TOKOIPOBOASIIHE TUHUH, KOHCTPYKIIMH U LEMH MTUTaHUS.

IMoaMTHKA «YHCTOr0 C€TOJAA» - KOMIUIEKC OpPraHHM3alMOHHBIX MEPOIpPHUATHIA,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMChIBaHHS Ha OyMaXKHble HOCHUTENIM KIIo4ed M aTpuOyTOB
JocTyna (naposei) U XpaHeHUs UX BOJU3H OOBEKTOB JOCTYMA.

Ilonb3oBaTtens HHPOPMALNMOHHOH CHCTeMBI MNEPCOHAIBHBIX [JAHHBIX - JIMIO,
y4yacTBymoIee B (PyHKIIMOHHPOBAHUH HH(POPMAIMOHHOW CHUCTEMBI MMEPCOHANBHBIX JAaHHBIX HJIM
UCTIONB3YIOLIee pe3yIbTaThl €€ (yHKIIMOHHUPOBAHUS.

IIpaBuia pa3rpaHH4YeHHs J0CTYNA - COBOKYIHOCTb IIPAaBHJI, PErJIaMEHTUPYIOIMX IpaBa
J0CTyna CyObEeKTOB JOCTyIa K 00BbEKTaM J0CTYyIIa.

IIporpamMHas 3aKkjajaka - KOJ IPOrpaMMbl, IPeIHAMEPEHHO BHECEHHBIN B IIPOrpaMMy €
IeIbl0  OCYLIECTBUTh YTEYKY, HW3MEHHTh, OJIOKHMpPOBaTh, YHHYTOXHTb HHQOPMAIHIO HIIU
YHHYTOXXHTh M MOAU(PHUIHMPOBATH MpOrpaMMHOe obecrnedyeHue HHGOPMAIIHOHHOM CHCTEMBI
NEePCOHANbHBIX JAHHBIX U (WIM) OJIOKMPOBATH annaparHble CPeCTBA.

IIporpaMmMHoe (mporpaMMHo-riaTeMaTH4YeCKOe) BO3/1eiiCTBHE - HECAHKLIHOHHPOBAHHOE
BO3/IEHCTBHE HA PECYPCHl aBTOMATH3UPOBAaHHOW MH()OPMAITMOHHOW CHCTEMBI, OCYIIECTBIIIEMOE C
UCIIOJIb30BAHUEM BPEJOHOCHBIX IPOrPaMM.

PackpbiTHe NepcOHANBHBIX [JAHHBIX - YMBIIUICHHOE MM CIy4yalHOe HapylIeHHE
KOH(UIEHIIMATHLHOCTH NEPCOHAILHBIX TaHHBIX.
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PacnpocTpaHeHHe MepcOHAJIbHBIX AAHHBIX - JCHCTBHS, HAllPaBJICHHBIE Ha Iepeaavy
NIEPCOHAIBHBIX JAHHBIX ONpEAEICHHOMY KpYTy JIML (Iepefaya MEepCOHANbHBIX JaHHBIX) MM Ha
O03HAaKOMJICHHE C I[I€PCOHAIbHBIMU JAaHHBIMH HEOIPAHUUYEHHOTO Kpyra JIMI, B TOM YHCIE
o0HapolOoBaHHE NEPCOHATBHBIX JAHHBIX B CPEICTBaX MAaccOBOH HMH(popMaluu, pa3MelcHHE B
UHPOPMAIIMOHHO-TEJICKOMMYHHKAIIMOHHBIX ~ CETAX  WJIM  TPENOCTaBIICeHHE  JOCTylla K
MIEPCOHAJIBHBIM TaHHBIM KaKMM-TTMOO HHBIM CIIOCOOOM.

Pecypc nHpOpManmOHHOM CHCTEMBI - UMEHOBAHHBIH 3JIEMEHT CUCTEMHOT0, IIPUKIIAHOTO
WY amnmapaTtHoro obecnedeHus GyHKIIMOHUPOBaHHS HH(POPMAIIHOHHOM CHCTEMBL.

CrnennanbHble KAaTeropMH MNEPCOHAIBHBIX [JAaHHBIX - I[IEPCOHANbHBIC JaHHBIE,
KacaroIluecs pacoBOH, HALIMOHAIBHON MPUHAMIICKHOCTH, TIOJIUTHYCCKUX B3IJIAJO0B, PEITUTHO3HBIX
wid  ¢unocopckux yOexIEHUH, COCTOSHHUA 3HOpPOBbS M HHTHUMHOM JKM3HM CcYyOBbEeKTa
NEPCOHATBHBIX JaHHBIX.

CpeacTBa BBIYMCINTENIBLHOH TEXHHMKHM - COBOKYITHOCTh IPOTPAMMHBIX M TEXHHYECKHX
3JIEMEHTOB CHCTeM 00pabOTKHU JAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATh CAMOCTOSTENBHO WU B COCTaBe
JIPYTUX CUCTEM.

Cyo0nekT gocryna (cy0bekT) - JIMIIO WIM IIpoIece, ACHCTBUA KOTOPOIO peryIaMeHTHPYIOTCS
NpaBUJIaMHU pa3rpaHUYCHUA AOCTYIA.

Texnndeckne cpeacrBa HHPOPMALMOHHOH CHCTEeMbl NEPCOHAJIBHBIX JAHHBIX -
CPEZCTBA BHIYUCIIMTEIBHOM TEXHHKH, HH(POPMAIMOHHO-BHIYMCITUTEIBHBIC KOMILIEKCH! M CETH, CPeICTBa U
CHUCTEMBI Niepesiadyu, npueMa U 00pabotku [I/[H (cpeacTBa M CHCTEMBI 3BYKO3AllUCH, 3BYKOYCHJICHMS,
3BYKOBOCIIPOM3BEICHHUS, IIEPErOBOPHBIE M TEJIEBU3HMOHHBIE YCTPOHCTBA, CpElNCTBAa M3rOTOBJICHUS,
TUPaXUPOBAHUA JOKYMEHTOB U JIPYTHE TEXHUYECKHE CpelicTBA 00pabOTKH pedeBoi, 1 paduIecKoit, BUIEO-
U OykBeHHO-1M(poBoi MH(pOpMAIMK), NIPOTPaMMHBIE CPEIICTBA (ONEPALMOHHBIE CHUCTEMBI, CHCTEMBI
ynpasieHus 6a3aMu TaHHBIX U T.I1.), CPEACTBA 3aIUTH! HHPOPMALHH, IPUMEHAEMBIC B HH(POPMAIIHOHHBIX
CHCTEMAX.

Texnuueckmii kaHaj yTedkH HHGOPMANMH - COBOKYIIHOCTH HOCHTENS HH(pOpMAIMH
(cpenctBa 00paboTKH), (PU3MUYECKOH Cpelpl pacHpOCTpaHEHUs WHGOPMATHBHOIO CHUTHANlA U CPENCTB,
KOTOpbIMH JTOOBIBaeTCA 3aInMacMas HHGOpMaIus.

TpaHcrpaH#4Hasi Nepejada NePCOHAJBHBIX JAHHBIX - IIepefaya MEepCOHATbHBIX
JAHHBIX omnepaTopoM uepe3 ['ocynapcTBeHHyro rpanuity Poccuitckoit denepaiu oprany BIacTH
HHOCTPAHHOTO TOCYJapCcTBa, (U3MYECKOMY MJIM IOPMOUYECKOMY JIMIY HMHOCTPAHHOTO
rocyJapcTaa.

Yrpo3nl 0€30MacHOCTH NEPCOHAJBHBIX JAHHBIX - COBOKYIIHOCTb YCJIOBHME U (DaKTODOB,
CO3JAIOIIMX OIMaCHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCJIE CITy4aiHOro, JOCTYIA K MEPCOHATBHBIM
JI@HHBIM, pe3yJIbTaTOM KOTOPOrO MOXET CTaThb YHUUTO)XXKCHHE, H3MEHEHUE, OJIOKMPOBaHHE, KOITMPOBAHUE,
PacnpoCTPaHEHUE TIEPCOHANBHBIX JAHHBIX, @ TAIOKE MHBIX HECAHKIIMOHUPOBAHHBIX NEHCTBUH NpH HX
00paboTke B MHPOPMAIIMOHHOH CHCTEME NIEPCOHATIBHBIX JAHHBIX.

YHHUYTOKeHHe NMEepPCOHAJBHBIX JAHHBIX - JCHCTBHSA, B pe3yJbTaTe KOTOPBIX HEBO3MOXHO
BOCCTAHOBUTH COIEPXKAHUE TIEPCOHATBHBIX JAHHBIX B MH(OPMAIIMOHHON CHCTEME TIEPCOHATIBHBIX AaHHBIX
WM B pE3yJIbTaTe KOTOPBIX YHHUTOXAKOTCA MaTepUasIbHbIE HOCUTENH [IEPCOHAIbHBIX JaHHBIX.

YT1euka (3amumaemoii) HHPOPMALHN N0 TEXHHYECKHM KaHAJIaM - HEKOHTPOJIMPYEMOe
pacnpocTpaHeHue MHGOpMalMM OT HOCUTENS 3allMInaeMoi uHGopMaimu depe3 GH3MUecKyto Cpemy 1o
TEXHUYECKOrO CPECTBA, OCYIIECTBIAIOIIETO IepeXBaT HH(POpMAIHH.

Ysa3BumocTh - c1aboCTh B CPEACTBAX 3aIIMTHI, KOTOPYIO MOMKHO UCIIONB30BaTh I HapyLICHUSA
CHUCTEMBI WM CoiepKalleics B Helt mHdopMaruu.

HesocTHocTe MHpOpMauMH - CIOCOOHOCTh CPEACTBA BBIYMCIMTCIBHOM TEXHUKH WM
aBTOMATH3UPOBAHHOM CHCTEMbI OOeCleurBaTh HEU3MEHHOCTh MH(OpPMAIMH B YCJOBHSAX CIIY4alHOIO
W/ NIpeHaMEPEHHOT0 UCKaXXEHHUA (pa3pyLIeHus ).
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OBO3HAYEHHUSA U COKPAUIEHHUSA
ABC — aHTHBHPYCHBIE CPEICTBA
APM — aBTOMartu3npoBaHHoe paboyee MecTo
BTCC — BcmoMorarenbHble TEXHUYECKHE CPEACTBA M CHCTEMBI
HUCII/{x — undopMaroHHas CHCTEMA MEPCOHATBHBIX JIAHHBIX
K3 — koHTpOIHMpyeMas 30Ha
JIBC — nokasnbHasi BBIYHCIIUTEIbHAS CETh
MD — MexceTeBoit 3kpaH
HC]J] — HecaHKITMOHHPOBAHHBIN JOCTYII
OC - oneparoHHasl CHCTEMA
[1/In — nepcoHanbpHbIE JaHHBIC
[IMB — nporpaMMHO-MaTeMaTH4YE€CKOE BO3ACHCTBHE
[10 — mporpammHoe obecneyeHne
[IDMHUH — noboyHble 37IeKTPOMArHUTHBIE H3TYYEHHS 1 HABOJKH
CA3 - cucrema aHaM3a 3allHIIEHHOCTH
C3U — cpencraa 3amuThl HHGOpMAIHH
C3I1/11 — cuctema (moacucTeMa) 3allUTHI MEPCOHATBHBIX JAHHBIX
COB - cuctema oOHapy eHHS BTOPXKECHUN
TKYMU — TexHuueckue KaHaIbl yTEUKH HHGOPMAIHH
VYBII/IH — yrpo3sl 6€30nacHOCTH NEPCOHATIBHBIX JJAHHBIX
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Konuenuus uapopManuoHHo# 6€30MacHOCTH HHPOPMAHOHHBIX CHCTEM TIEPCOHANBHEBIX TaHHBIX

BBEAEHHUE

Hacrosimas Konuenmuss wuHdopmaunuonHod 6e3zomacHoctd MCIIJJH MyHHIMOAIBHOTO
OIO/DKETHOTO JOUIKOJIBHOTO oOpa3oBaTenbHOro yupexaeHus «Jerckuit cag Ne 40» (Janee -
MBJIOYVY), pa3zpaborana MBJIOV, siBisiercss opUIHaIBHBIM JOKYMEHTOM, B KOTOPOM OmpezesieHa
crcTeMa B3IJIS10B Ha obecnevyenue uHpopManuoHHo# 6e3onacHoctd MBJIOY.

Heobxonumocts pa3pabotrku KoHuenuuu oOyCIIOB/ICHa CTPEMHTEIBHBIM PaCIIHPEHHEM
cdepsl MpUMEHEHUs HOBEHIINX WH(POPMAMOHHBIX TEXHOJIOTHH W mpouecco B MBJIOVY, npu
06paboTke uHpopMaruu BOOOIIIE, U IEPCOHATILHBIX JAHHBIX B YaCTHOCTH.

Hacrosimas KoHuenuus ompenensieTr OCHOBHbIE LM M 3ada4yd, a TaKke OOIIyIO
CTPaTeTUIO IIOCTPOCHMS CHUCTEMBI 3allMThl mnepcoHanbHBIX gaHHBIX (C3I1Jn) MBIAOY.
Konuenuus onpenenseT ocHOBHbIE TpeOoBaHus M 0a30BbIE NMOAXOABI K HUX peajM3allMM, IS
JOCTH)KEHHS TpeOyeMoro ypoBHs 6e30nacHOCTH HHpOpMaITHH.

KoHuenuus pa3paboTraHa B COOTBETCTBUH C CHCTEMHBIM INOAXOAOM K OOECIECYCHHIO
uH}popManuoHHOH Ge3omacHOCTH. CHCTEMHBIH MOAXOM MpPEANOJiaraeT MpOBEAEHHE KOMILIEKCa
MEDPONPHATHH, BKIIOYAIOIIUX HCCIEJOBaHHE YIrpo3 HH(POPMAIMOHHOH 6€30MacHOCTH M
pa3paboTKy cucTeMbl 3amuThl [IJIH, ¢ MO3UIMH KOMIUIEKCHOTO NPHMEHEHHS TEXHMYECKMX H
OpPraHM3alMOHHBIX MEP U CPEICTB 3alUTHL

Ilox unpopmannoHHoO# 6e3omacHocThIO [1/IH NOHMMAaETCs 3aUIEHHOCTD MEPCOHATBHBIX
JaHHBIX U obpabatbiBaroled MX UHGPACTPYKTYPE OT JIFOOBIX CIYyYaWHBIX HIIH 3JIOHAMEPEHHBIX
BO3JEHCTBHM, PE3yJIbTAaTOM KOTOPBIX MOXET SIBUTHCS HaHeceHHe yiiepba caMoii HHpOopMaluH, ee
BiagensnaM (cyonrekram I1JIH) win uHdpacTpykrype. 3agaun HHGOPMALMOHHOH 0G€30IMaCHOCTH
CBOJATCS K MHUHHUMH3aUUHU yiepba OT BO3MOXHOH peanuzauuu yrpos OesomacHoctd II[IH, a
TaKXX€ K IPOTHO3UPOBAHUIO U NPEJOTBPAIICHHIO TAKUX BO3JIE€HCTBUI.

KoHuenuus ciyxur oOcHOBOK 1y pa3pabOTKM KOMILIEKCa OpPraHM3alMOHHBIX H
TEXHHYECKUX Mep 1no obecnedeHuro HH}popMaruoHHoW Oe3omacHoctd MBJIOVY, a Takxke
HOPMAaTHUBHBIX M METOAUYECKUX JOKYMEHTOB, OOECIEYHBAIOIIHUX €€ pealM3aldio, U He
npeanojaraeT NoAMEHs! GyHKIMH ToCyIapCTBEHHBIX OpraHoB BiacTH Poccuiickoit ®enepanmy,
OTBEYalIIMX 3a obecredeHue 0e30MacHOCTH HHGPOPMALUOHHBIX TEXHOJIOTHH M 3allUTy
HHPOPMAIIHH.

KoHuenmus sBisieTcss METOX0JIOTHIECKOH OCHOBOM IS

e (opMUpOBaHHS U TPOBEICHHUSA E€AMHOHW IOJHUTHKH B 00JaCTH O0ecredYeHHus
6e3onacHoctu [111 8 UCIT[Ju MBIOVY;

® T[pPUHATHS YOPaBJICHYECKHUX pPEICHUH U pa3paboTKH MPaKTHYECKHX Mep I10
BOIUIOUICHHIO MNOJUTUKU Oe3omacHoctd IIJI[H U BeIpabOTKH  KOMILIEKCA
COTJIACOBAHHBIX Mep HOpMaTHBHO-IIPABOBOTO, TEXHOJIOTHYECKOT O 7§
OpI aHM3allMOHHO-TEXHUYECKOTO  XapaKTepa, HaNpaBJIE€HHBIX Ha BEHIABJICHHE,
OTPaX€HHE M JIMKBUIALHUIO MOCIEACTBUH peaqu3ali pa3IMYHbIX BHAOB Yrpo3
I1n;

® KOOpAMHAUUHM JEeATEJIBHOCTH CTPYKTYpHBIX mnogpazaenenuii MBJOY npu
NpOBEeJCHUH paboT mo pa3BuTHi0O W 3kcmiyatauud MCIIH ¢ cobmomeHnem
TpeboBaHu# obecnedeHus O6e3onacHoctd I1/1H;

e pa3pabOTKH INPENTIOKEHUN MO COBEPIIEHCTBOBAHHIO IPAaBOBOTO, HOPMATHBHOTO,
METOJHYECKOT0, TEXHHYECKOTO U OpraHU3alluOHHOTO obecredeHus: 6e30MacHOCTH
ITIx 8 UCI1n MBOY.

Obnacte npumeHeHuss KoHuoenuuu  pacnpocTpaHsieTcsli Ha, OSKCILUTyaTHpYIOIIHE
TeXHHYeckue W  nporpammuelie cpeactBa HCII[JH, B  KOTOpBIX  OCYILECTBISETCS
aBTOMaru3upoBaHHass obpaborka IIJ[H, a Takke Ha moOApa3JEICHUS, OCYUIECTBIAIOIINE
COIIPOBOXKICHHUE, 00CITy)KUBaHHE U obecniedeHue HopMaibHOTo pyHkunonupoBaHus UCIIH.
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[IpaBoBoit 6a3zoif mis pa3pabotkd Hacrosmed Konmennuu ciyxar tpeGoBaHHs
JEHCTBYIOIKUX B PoccHH 3aKOHOMATENBHBIX W HOPMATHBHBIX JOKYMEHTOB MO OOECHECUCHHIO
6e30MacHOCTH IepcoHaNbHBIX AaHHBIX ([1/{H).
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Konuenuus uapopManuoHHOH 6e30MacHOCTH HHPOPMALUOHHBIX CUCTEM MEPCOHAIBHBIX TaHHBIX

1 OBIIMUE INOJOXEHUSA

Hactosmas KoHumenuus ompenensder OCHOBHBIE LENMH M 33Ja4d, a Takxke OOIIyIo
CTpaTeTHI0 IIOCTPOEHHUS CHCTEMBbl 3aIuThl MNepcoHanbHbIX JaHHbIX (C3I1[IH) MBJIOVY, B
cootBetcTBUU C Ilepeunem MCII/IH. KoHuemnuus onpenenseT ocHOBHbIe TpeOoBaHUSA U 6a30BbIe
MOJXOJB! K UX peaTu3anuy, 1 JOCTHXEHUS TpeOyeMoro ypoBHs 0€3011acHOCTH HH(pOPMAaIUH.

C3I/ln npencraBnseT co00# COBOKYMHOCTh OPraHM3allMOHHBIX M TEXHHYECKHX
MeponpusaTHi g 3amuTel [I/lH OT HempaBOMEpHOro WM CIIy4aWHOro AOCTyNa K HHM,
YHUUTOXXEHHUS, U3MEHEHUS, OJIOKUPOBaHUS, KONUPOBaHus, pacnpocrpanenus I1/[H, a Takke HHBIX
HENIPaBOMEPHBIX ACHCTBUN C HUMH.

BezonacHOCTh ~ MEpCOHAIBHBIX  JAaHHBIX  JOCTHraeTcsi  IyTeM  HCKIIIOYEHHS
HECAaHKIHOHUPOBAaHHOTO, B TOM 4YHCJle CIy4yalHHOTro, JOCTyHna K IE€pCOHAIBHBIM JaHHBIM,
pe3yJbTaTOM KOTOPOTO MOXET CcTaTh YHHYTOXKEHHE, H3MEHEHHE, OJOKHpOBaHUE, KONHUPOBAHHE,
pacrnpocTpaHEHHE NEPCOHATBHBIX JAaHHBIX, a TAKKe HHBIX HECAaHKIIMOHHUPOBAHHBIX JCHCTBUH.

Crpykrypa, coctaB u ocHoBHble ¢GyHKuuH C3II/[H ompenensioTcs HCXOAd M3 Kiacca
UCIIn. C3II[In Bkmo4yaeT oOpraHM3alMOHHBIE MEpbl U TEXHHYECKHE CpPEICTBA 3allUTHI
uHpopManuu (B TOM uHucle MmHUpPOBaIbHbIE (KpUNTOrpagMyYecKue) CpeAcTBa, CpeICTBa
NPEAOTBPALICHUS HECAaHKUUOHUPOBAHHOTO JOCTyNa, YT€YKH HH(OpPMalMH MO TEXHHYECKHM
KaHajiaM, IpOrpaMMHO-TEXHUYECKHX BO3/ICHCTBHI Ha TEXHUYECKHE cpeacTBa oopaboTku I1/1H), a
TaKke UCHOJIb3yeMble B HHPOPMAMOHHON chcTeMe HHYOPMAaLUOHHBIE TEXHOJIOTHH.

OTH Mepbl IPU3BAHb! 00ECTIEYUTH!

e KOH(pUIEeHIMANBHOCT MHpOpPMaUuM (3alMTa OT HECAHKUHOHHPOBAHHOIO
03HAKOMJICHHA ),

® IIEJIOCTHOCTh MHpOpPMAIMU (aKTYaJTbHOCTh U HENPOTHBOPEYUBOCTH MH(OPMALUH,
€€ 3alUILIEHHOCTh OT Pa3pyIlleHUs ¥ HECAHKUMOHMPOBAHHOTO U3MEHEHH ),

® JIOCTYMHOCTh HMHGOpManuM (BOSMOXXHOCTh 3a MpHEMIIEMOE BpeMS IIOITYy4YHTb
TpebyeMyo HHQOPMAUOHHYIO YCIYTY).

Craguu cozpanus C3I1/]H BKIIOYAOT:

® TIpeANpoeKTHas CTaaus, BKIOYaromas NpeanpoekTHoe obcnenoBanue MCILH,
pa3paboTKy TEXHUYECKOTO (YJaCTHOTO TEXHHYECKOT0) 3alaHHs Ha €€ CO3/1aHHe;

e cTaaus NpoeKkTHpoBaHHs (pa3paboTku mpoektoB) H peamusanuu MCIIH,
BKItouaromas pazpaborky C3I1JIx B cocraBe UCI1/IH;

e cramus BBoAa B aeiictBue C3II/IH, BKmouaromas OMBITHYIO 3KCILUIyaTalUIO U
IIPHEMO-CIATOYHbIE UCMBITAHHSA CPEACTB 3alIMThl MHQOPMALMH, a TaKXKe OLEHKY
cootBercTBUs UCI1/IH TpeboBanusaM 6e30macHOCTH HHPOPMAIUH.

OpraHu3allMOHHbIE MEpHI NPeIyCMaTpUBAIOT CO3JaHHE U MOJAep)KaHHE NMpaBoBOH 6a3bl
OezomacHoctu IIJ/[H U pa3paboTky (BBeZeHHE B JAeHCTBHE) MpedycMOTpeHHbIX Ilomuruxoi
uH@opmanuonHoi 6GeszomacHoct MCII/IH crenyromux OpraHM3anMOHHO-PACIOPAAUTENIBHBIX
JIOKYMEHTOB:

e [lnan MepomnpusTHii no cbecnedyenuro 3aumtsl [/ npu ux o6paborke B UCII/H;

e [lnaH MeponpHATHH 10 KOHTpOMO obecneueHus 3amuTsl 11J[H;

e Jlopsanok pesepBUpOBaHHS U BoccTaHOBIIEHHS paboTocnocobHoctu TC u I10, 6a3
naHHeix 1 C3U;

e JlomkHocTHas WHCTpyKuus aaMuHHcTparopa MCIIJIH B dvactu obecreyeHUs
6e3onacHocTH I1/]H npu ux o6paborke B UCII/IH;

e JlomwkHOCTHas HHCTPYKIMS anMuHUCTparopa 6e3onacHocty UCII/H;

o JlomkHocTHas MHCTpyKius noms3oBatens MCIIJIH B 4vactH obecnedyeHus
6e3onacHocty I1/11 npu ux obpadorke B UCI1/H;

e UHcTpyKuus Ha ciay4yaid BOSHUKHOBEHHS BHEIITATHOW CHUTYallHH;
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e PexoMEHIalMH 10 UCIOJIB30BAHUIO IPOTPAMMHBIX H allllapaTHBIX CPEICTB 3aLIHThHI
HH(popMaIHu.
TexHuueckue Mephl 3aIUTHI PEATTM3YIOTCS IPU IOMOIIH COOTBETCTBYIOIIUX NPOTrPAMMHO-
TEXHUYECKHX CPEACTB U METOOB 3aIUTHI.

[lepeyeHp HEOOXOMUMBIX MEp 3aIUUMTHl HHGOPMALMH ONpEAEIAeTCS IO Ppe3yJIbTaTaM
BHyTpeHHel npoBepku 6e3onacHoctd UCIT s MBJIOY.
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KoHuenuus nHpopMauoOHHON 6€30MacHOCTH HHPOPMALIMOHHBIX CHCTEM NEPCOHATBHBIX JaHHBIX

2 3AJJAYU C3I11H

OcHoBHoi#i nenpto C3IJIH sBnseTcs MUHHUMH3aUMs yuiepba OT BO3MOXHOW peanu3aluu
yrpo3 6e3onacHoctu [1/1H.

Jna moctHxeHHMs OCHOBHOH 1enm cucreMa Oe3omacHoctd I1/ln UCIIJIH momxHa
obecneunBaTh 3 PEeKTUBHOE pELICHHE CIEAYIOUIUX 3a0a4:

3allMTy OT BMelaTenscTBa B npouecc ¢pynkuuonunposanus UCII/In noctopoHHNX

Uy (BO3MOXHOCTE HUcnonb3oBaHUus AC U OCTyn K €€ pecypcaM IJODKHBI UMETh

TOJIBKO 3aperuCTPUPOBAHHBIE YCTAHOBJIEHHBIM MOPSIIKOM I10JIb30BATEIH );

pa3rpaHMyYeHHe [OCTyNa 3aperMCTPUPOBAHHBIX MOJIB30BaTeNed K amnmapaTHBIM,

nporpaMMHbIM B HH$opManuoHHbIM pecypcam HMCIIJIH (BO3MOXXHOCTB AOCTyIa

TOJIBKO K TEM pecypcaM U BBITIOJIHEHHS TOJIBKO Te€X OIepaluid ¢ HUMH, KOTOpbIE

HeoOXOoAMMBl KOHKpPEeTHBIM mnonb3oBarensM MCIIJIH ans BBINOJHEHHS CBOMX

ciyxe0OHBIX 00s13aHHOCTEH), TO €CTh 3alIUTy OT HECAHKLIMOHUPOBAHHOI'O JOCTYIIA:

a) k uHpopmaunu, uupkyaupyomei B UCILIH;

6) cpencTBaM BeIYUCIHTEIRHOM TeXHUKH UCII/H;

B) anmapaTHbIM, NPOTPaMMHBIM M KpHUNTOrpadHUUYeCKMM CpelCTBaM 3allUTHI,
ucnoas3zyeMbiM B UCII/H;

perucTpalMoo ACHCTBHA MOJB30BATENIE NP HCHOJIB30OBAaHHH  3aUIHIIAEMBIX

pecypcoB UCIIJIH B CHCTEeMHBIX >ypHajlax H MEpPHOAMYECKUH KOHTPOJIb

KOPPEKTHOCTH NIEACTBUH MOJIb30BaTeiell CHCTEMBI MYTEM aHaIHU3a COOECPKHMOro

3THX XXYpPHAJIOB;

KOHTpPOJIb LEJIOCTHOCTH (oOecneyeHne HEU3MEHHOCTH) Cpelbl HCIOIHEHHUS

porpamMM M €€ BOCCTaHOBJICHHE B ClIyyae HapylIECHUs;

3alIUTY OT HECAHKIMOHUPOBAHHOH MOAM(HUKALMHM M KOHTPOJb LEJOCTHOCTH

ucnone3yeMblx B UCII/IH mporpaMMHBIX CPEACTB, a TAKXX€ 3alIUTy CHCTEMBI OT

BHEJIPEHH S HECAHKLIMOHUPOBAHHBIX IPOTPaMM;

3ammty [1/IH OT yTedkH Mo TEXHHYECKHM KaHaJllaM MpH ee 00paboTke, XpaHEHHH U

nepeade 1o KaHajaaM CBS3M;

3amuty [1J]H, XpaHumoii, oOpabaTeiBaeMOi B nepeaaBaeMoi Mo KaHajlaM CBSI3H, OT

HECAHKIIHOHUPOBAHHOT'O pa3rjlallieHHsl UM UCKaXKEHHS;

obecrneyeHne XUBYIECTH KPpUNTOrpadUIeCKHX CPEACTB 3alIUThl HHPOPMALIMK NpU

KOMIIPOMETALMH YaCTH KIIFOYEBOH CUCTEMBI;

CBOEBPEMEHHOE BBISBJICHUE HCTOYHUKOB yrpo3 OezonacHoct II/IH, npu4yuH M

YCIIOBH#, cnocoOCTBYIOIIMX HaHeceHMI0 yulepba cyOwextam II/IH, co3manue

MEXaHHU3Ma ONEPAaTHBHOTO pearupoBaHWsi Ha yrposbl Oe3omacHocTH [IJ[H H

HEraTUBHBIE TEHACHIIUH;

CO3JIaHMEe YCJIOBHH I MHHHMH3ALHMH H JIOKAJHM3allMH HAaHOCHUMOro yiepba

HENpPaBOMEPHBIMH ICHCTBHAMH (HU3UUECKHX M IOPUAMYECKUX JIHL, OciabieHue

HEraTHBHOTO BJIMSHHS M JIAKBHJAAIHMS MOCICACTBHA HapylleHHs Oe30MacHOCTH

I1]1H.
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3 OBDBEKTDHI 3AIUUTDI

3.1 IlepeyeHb HHPOPMALHOHHDbIX CHCTEM

B MyHuUIMnagpsHOM OIOKETHOM JIOIIKOJIBHOM OOpa30BaTE/IbHOM YUYPEKACHHH «JleTCKuit
caJl ¢ XyJOXKECTBEHHO — 3CTETHYECKHMM HampasieHueM Ne 53» mnpou3Boautcs 00paboTKa
NEPCOHAIBHBIX JaHHBIX B HH(OPMAIMOHHBIX CHUCTEMAa OOpPabOTKH MEPCOHAIBHBIX AHHBIX
(UCI1n).

ITepeuens UCII/IH onpenensercs Ha ocHoBaHuM OT4eTa MO pe3yibTaraM BHYTPEHHEH
IPOBEPKH.
3.2 IlepeuyeHb 00BHEKTOB 3aIHUTHI

OObeKkTaMu 3alMTHl  SBISAIOTCS — HHGopManus, oOpabateiBaemas B HCII[H, u
TEXHHYECKHE cpeactBa ee o00paboTkm W 3ammMTel. IlepeyeHp NEpCOHAIBHBIX JAHHBIX,
nojuiexallye 3amure, onpeaencH B Ilepedne nepcoHaNbHBIX AAHHBIX, MOAJEKAIIMX 3AIIUTE B
UCIII.

OOBeKTHI 3alUThl BKITIOYAIOT:

1) O6pabaTbiBaeMas HHpOpMaLHS.

2) TexHonoruueckas HHGOpMaLHs.

3) IlporpaMMHO-TEXHHYECKHE CpeACcTBa 0OPabOTKH.

4) Cpenctsa 3amutsl [1/1H.

5) Kanassl nHpOpMaliHOHHOTO 0OMEHa U TeJICKOMMYHHUKALIMH.

6) OOBEKTHI M MOMELICHHS, B KOTOPBIX pa3menieHsl KoMnoHeHTsl MCIT/IH.
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4 KJACCHO®UKALMS MOJIb30BATEJIEA UCIIIH

ITonb3oBarenem MWCII[IH sBiseTcs JHOO, YdYacTBylomee B (YHKIHOHHPOBAHHH
HHQOPMAIIMOHHOH CHCTEMBbl NEPCOHAIBHBIX JAHHBIX HJIM HCIOJb3YIollee pe3ybTaThl €€
¢ynkunonupoBanus. [lonb3oBatenem UCII/Iu sBasercs moboit corpyaauk MBJIOY, umeromuii
noctyn Kk UCIIJIH u ee pecypcaMm B COOTBETCTBHH C YCTaHOBJIEHHBIM IOPSAAKOM, B COOTBETCTBHH
¢ ero ¢yHKIIMOHAJIbHBIMH 00A3aHHOCTSAMH.

ITons3oBarenn UCIIJIH nenstcs Ha TpH OCHOBHBIE KaTETOPHHU:

1) Aamunuctparop UCIIIx. Cotpynauku MBJIOY, koTopsle 3aHHMAIOTCS HaCTPOMKOH,
BHEJpEHHEM H colpoBoxzaeHHeM cuctembl. Anmunuctpatop UCIIIn obnanpaer
CJIEYIOIHM YPOBHEM JIOCTYIA:

e obsnagaer mojgHOM HHQOpMamHEd O CHCTEMHOM H MPHKIAIHOM IPOrPAMMHOM
obecnieyennu UCIT/H;

e ofnagaer mMoiHON HHpOpManWell O TEXHHYECKHX CpPEACTBaX M KOHQHUIypalHuu
UCII/n;

® HMEeT JOCTYIl KO BCEM TEXHHYECKHM CpeicTBaM O0OpaboTKH HHGOpMAaLHH H
naaaeiM UCITI/IH;

e obnagaeT mnpaBaMH KOHQWUIYPHPOBaHHS H AJMHHHCTPATHBHOH HACTPOHKH
TexHndeckux cpeacts UCII/In.

2) Ilporpammuct-paszpabotunk WCII[In. Corpyanuuku MBJIOY wumm cropoHHHX
OpraHu3alluii, KOTOphIE 3aHHMAIOTCA pa3paboTKOH NpPOrpaMMHOrO OOECIIEYEHHS.
Pazpabotynk UCII/[H obnanaeT cieayomuM YPOBHEM J0CTyIA!

e obnagaer mHdopManueil 06 anropuT™Max M nporpaMMax o6paboTkH HHQOpMaLUH
Ha UCI1/1g;

e o0namaeT  BO3MOXHOCTAMH  BHECEHHS  OINHOOK,  HEICKJIapHPOBAaHHBIX
BO3MOXKHOCTEH, [POrpaMMHBIX  3aKJIaJOK, BpENOHOCHBIX IPOrpaMM B
nporpammHoe obecneyeHune WCIIJIH Ha ctaguu ee pa3paboTKH, BHEApPEHHS H
COTIPOBOXICHHUS;

® MOXeET pacrnoJjararh Jo0sIMH pparmeHTaMu HHGopMmanuu o Tonosoruu UCIIJ(H u
TEXHHYECKHX CpelIcTBax obpaboTku U 3aumthl 11/, o6padbareiBaembix B UCII/IH.

Kareropuu mosnb3oBateneit nopkHbel ObITh onpenenensl is kaxzaoin WCII[H. [lomkHO
OBITh YTOYHEHO pa3/e/ieHHE COTPYAHHKOB BHYTPH KaTerOpHii, B COOTBETCTBHH C THIIAMH
noJb30BaTeneit onpeaeneHHsIMY B [lonuTuke HHPOpManHOHHOH 6€3011aCHOCTH.

Bce BhisBIeHHBlE TpYNNBl IeJb30BaTeneid oTpaxaiorcs B OTyeTe mo pesyibTaTam
BHyTpeHHel npoBepku. Ha ocHoBanuum OTuera onpepensioTcs INpaBa AOCTyNAa K 3JEMEHTaM
UCTI[s nns Bcex Ipynm Iojb3oBaTesieil U oTpaxaioTcs B Martpuie gocryna B [lonoxenun o
pa3rpaHHYECHHH NpaB JOCTyna Kk 06pabaTsiBaeéMbIM NEPCOHAIBHBIM JAHHBIM.
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5  OCHOBHBIE ITPUHIUIIBI IOCTPOEHUSA CUCTEMbI
KOMIIVIEKCHOMU 3AIIIUTHBI HTHOPOPMAILIUHA

[Toctpoenne cucrembl obecneyeHus Oe3omacHoctu [I/ln UCII[n MBJIOY wu ee
(GYHKIMOHUPOBAHHE JOJDKHBI OCYIIECTBISATHCS B COOTBETCTBHM CO CIEAYIOUIMMHU OCHOBHBIMH
IPUHI{HIIAMH

®  3aKOHHOCTB;

®  CHCTEMHOCTH;

¢  KOMILIEKCHOCTE;

®  HeNpepbIBHOCTH;

®  CBOEBPEMEHHOCTb,

® [pPeeMCTBEHHOCTh U HENPEPHIBHOCTH COBEPIIEHCTBOBAHUS,

®  [epcOoHajbHas OTBETCTBEHHOCTH,

e  MHHHMMM3AIHUS OJIHOMOYMIA,

B3aUMOJIEUCTBHE U COTPYIHHUYECTBO;

rHOKOCTh CUCTEMBI 3aIIIUTHI;

OTKPBITOCTh AJITOPUTMOB H MEXAHHU3MOB 3alLIUTHI;
IIPOCTOTa MPUMEHEHHUS CPEACTB 3allIUThI;

Hay4YHass 000CHOBaHHOCTh M TEXHUYECKasl PeaIu3yeMOCTh;

e  chenuHaIu3anus U NpodecCHOHATH3M;

e  00s53aTeJIbHOCTD KOHTPOJIS.

5.1 3akoHHOCTB

[NpeanonaraeT ocyllecTBIeHHE 3alMTHBIX MeponpHaTHit U paspadotky C3I1/lu MB/IOY
B COOTBETCTBHHM C JEHCTBYIOIIMM 3aKOHOIATeJIbCTBOM B oOnactd 3aumthl [I/[H ¥ apyrux
HOPMAaTHBHBIX  AKTOB 1O  0O€30MaCHOCTH  WH(POpMAaLUM, YTBEPKAECHHBIX  OpraHaMu
roCyJIapCTBEHHOH BJIACTH M YIIPaBJIEHHUS B IpeJiesiax UX KOMIETEHIHUH.

[Monb3oBatenu u ob6cnyxusaroumii nepconan [l UCIIJJa MBJIOY nomxHbl OBITH
OCBEZIOMJIEHBI O mopsiake paboThl ¢ 3amuiaeMoi HHGopManueid U 00 OTBETCTBEHHOCTH 3a
samuThl [1/]H.

5.2 CucreMHOCTB

Cucremnpiit moaxon k mnoctpoenutro C3IIJ[n MBJIOY npeanosaraer y4yeT Bcex
B3aHMOCBSI3aHHbBIX, B3aUMOJIEHCTBYIOIIMX ¥ U3MEHSIOIIUXCS BO BPEMEHH 3JIEMEHTOB, YCIIOBUH H
(axKTOpOB, CYIIECTBEHHO 3HAYMMBIX Ul [OHHUMaHHS M pelleHHs npobsieMbl oOecrnedyeHus
6e3onacHocty [1/x UCIT/Is MBJIOY.

[Mpu co3maHHH CHCTEMBl 3aIIUTHl JOJDKHBI YYHTHIBAaTBCS Bce ciabple ¥ Haubolee
ys3BUMble MecTa CHCTeMbl o0paboTku [1J[H, a Takke XapakTep, BO3MOXHBIE OOBEKTHl H
HalpaBJIeHUS aTak Ha CUCTEMY co CTOPOHBI HapyluTenei (ocobeHHO
BBICOKOKBAJIU(HUITUPOBAHHBIX 3JIOYMBIIIIEHHHKOB), MyTH NPOHUKHOBEHHS B paclpelesleHHbIe
cucteMsl 1 HCJI k uHpopmanuu. CucteMa 3alIUThl JOJDKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX
H3BeCTHBIX KaHaloB npoHukHOBeHHs W HCJl x uHdopMamuu, HO U C y4eTOM BO3MOXHOCTH
TIOSIBJICHUSI IPUHIUIIHATIEHO HOBBIX MyTe# peau3aluy yrpo3 6€30nacHOCTH.

5.3 KommiekcHOCTb

KoMmuiekcHOE MCIoIb30BaHHE METOIOB U CPEACTB 3alIUThl IPEANoaraeT COriacoBaHHOE
NpUMEHEHHE pa3HOPOAHBIX CpSACTB MPH MOCTPOEHHHM UEJNOCTHOM CHCTEMBl  3allIMTHI,
NEpEKPHIBAIOLICH BCE CYILICCTBEHHBIE (3HAUYMMEbIE) KaHAIbl peali3aliii yrpo3 U He coaepKallen
c1abbIX MECT Ha CThIKaX OTHEJIbHBIX €€ KOMIIOHEHTOB.

3alluTa J0JKHA CTPOUTHCS SIIEJOHUPOBaHO. [ KaXI0ro KaHala yTeukd HHpOpMaluu
H IS KaXI0M yrpo3sl 06€30MacHOCTH JO/DKHO CYLIECTBOBATh HECKOJIBKO 3ALIUTHBIX pyOexeH.
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Co3naHue 3aUIMTHBIX PyOeXed OCYNIECTBISAECTCA C YYETOM TOrO, 4TOOBI Uil MX HPEONOJICHHS
HOTEHIMAIBHOMY 3JI0YMBIIUICHHUKY TpebOoBanuch mpodeccCHOHalbHblE HABBIKM B HECKOJBKUX
HEB3aUMOCBSA3aHHBIX 00J1aCTAX.

BHemnss 3alMTa  JODKHA ~ obecreduBaTbCs — (QU3HUYECKUMH  CpEACTBaMH,
OpPraHU3alOHHBIMH M TIPAaBOBBIMH MepaMH. OmHUM U3 Hauboliee YKpEIUIEHHBIX pyOexeit
IpU3BaHbl OBITH CPENCTBA KpUNTOrpadU4YecKOd 3allUTHl, pealu30BaHHBIE C HCIOJIb30BAaHUEM
texHonoruu VPN. [lpuxiagHoit ypoBEeHb 3alUTHI, YYUTHIBAIOLUIMH OCOOEHHOCTH IpPEIMETHOM
00J1aCTH, IPEACTABIAET BHYTPEHHUH pyOexk 3alUThI.

5.4 HenpepsiBHocTh 3amuthl I1/1H

3ammra [1JJH — HE pa3oBoe MepompHATHE U HE MPOCTas COBOKYIHOCTb MPOBEICHHBIX
MEPOTIPUATUN M YCTAHOBJIEHHBIX CPEICTB 3aIUTHI, @ HENPEPHIBHEIH LI€JICHANIPaBICHHBIN IIPOLIECC,
IPEaNoNaraloIliuil MpUHATHE COOTBETCTBYIOLIMX MEpP Ha BCEX 3TallaX MXU3HEHHOIO LUKIA
UCTI .

HUCII[IH 1omKkHB! HAXOAUTHCS B 3AIIUIIEHHOM COCTOSIHUU Ha IPOTSIKEHHH BCEIO BPEMEHHU
UX (YHKUMOHHPOBaHHSA. B COOTBETCTBMM € 3TUM NPHHUUIIOM AOJKHBI IIPHHMMATBCS MEPHI 110
HeponymeHuo nepexona UCI/IH B He3alIUIIEHHOE COCTOSTHUE.

BonbIIMHCTBY (PHU3MYECKHX M TEXHMYECKHX CpPEACTB 3aIIUTHl JIs8 3¢ GEeKTHBHOIO
BBINIOJIHEHUA CBOMX GYHKUME HeoOXomuMma IIOCTOSHHas TEXHHUYECKas W OpraHu3alvoHHas
(amMHHHUCTpATHBHAA) MOAIEPKKA (CBOEBPEMEHHAsA CMEHA M 00eCIeUeHUE MTPaBUIIBHOTO XPaHEHUS
U IPUMCHEHHS HMEH, IMapoJieH, Kimodyed mudpoBaHUs, IEpeonpeieieHHe TOJIHOMOYHH H T.IL.).
[lepepriBbl B paboTe CpeaCTB 3alIMTHl MOTYT OBITH HCIOJIB30BAHBI 3JIOYMBIIUICHHUKAMU Ui
aHamM3a IPUMEHAEMBIX METONOB W CpPEACTB 3allUThl, MJIS BHEAPEHHUS CIIENHANIBHBIX
IPOrpaMMHBIX UM amllapaTHBIX "3aKiagok" M APYTUX CPEICTB NPEOJOJICHHUS CHUCTEMBI 3alLUTEI
TI0CJIE BOCCTAHOBJICHHS €€ PYHKIIMOHUPOBAHUS.

5.5 CBoeBpeMeHHOCTH

[Ipennonaraer ynpexaparoumi xapaktep Mep obecrieuenus 6e3zomnacHoctd [1/IH, TO ecTh
IOCTaHOBKY 3ama4 mo KomiuiekcHod 3amure HCII[JH u peanuzanuio Mep obecredeHus
6e3onacHoctd [1J[H Ha panHux cramusx paspaborku MCII/IH B nenoMm U ee CHCTEMBI 3aIIMTHI
HHdopMaluuy, B 4aCTHOCTH.

Pa3paboTka cUCTEMBI 3alIMThl JODKHA BECTUCH NMAapalIENbHO C pa3paboTKOW U pa3BUTHEM
caMoO#l 3al{IaeMOd CHCTEMBbl. JTO IIO3BOJMT Yy4yecThb TpeboBaHUA O€30MaCHOCTH IIpH
NPOCKTUPOBAHMU APXUTEKTYpPHl H, B KOHEYHOM cyeTe, co3narh Oosiee 3ddexTUBHBIE (Kak MO
3aTpaTaM PECYpCOB, TaK U 110 CTOMKOCTH) 3alIMIICHHBIE CHCTEMBI.

5.6 TIpeeMCTBEHHOCTh H COBEPLIEHCTBOBaHHE

[IpennonararoT NOCTOSHHOE COBEPIIEHCTBOBAHUE MEP M CPEJICTB 3aLIMThI HHPOPMALIMHU Ha
OCHOBE TPEEeMCTBEHHOCTH OPraHU3alMOHHBIX M TEXHHYECKHX DELICHUH, KaJpOoBOr0 COCTaBa,
ananmu3a ¢yaxkuronuposanus UCIIJIH u ee cUCTEMBI 3alMTHI ¢ Y4€TOM H3MEHEHHMH B METOHAX U
CpeAcTBax NepexBaTa HHGOpMalUUH, HOPMATHBHBIX TpeOOBaHWHM IO 3aIIUTE, JOCTHTHYTOIO
OTEYECTBEHHOTO U 3apyO6eXXHOr0 OIbITa B 3TOH 00J1acTH.

5.7 IlepconanbHasi 0OTBETCTBEHHOCTD

[Ipeamnonaraer BO3JIOXXKEHHE OTBETCTBEHHOCTH 3a obecrneyeHue OesomacHocTH [IJIH u
CHCTEMBI MX 00pabOTKU Ha KakIOro COTPYAHHKA B Mpeesax €ro NojJHoMouui. B cooTBeTcTBUH
C 3THUM IIPHHIHUIIOM paclpelesieHue NpaB ¥ OOSI3aHHOCTEH COTPYAHUKOB CTPOMTCS TaKUM
obpa3oM, 4TOOBl B Cily4ae THOOOro HapylieHHs KPYyr BUHOBHHKOB OBUI UETKO M3BECTEH HIIH
CBEICH X MUHUMYMY.
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5.8 IIpyHUMN MUHHMH3ALHH OJTHOMOYHH

Os3HauaeTt IIp€AOCTaBJICHUC IT0JIB30BATCIAM MUHUMAJIBHBIX IIPpaB JOCTYIIa B COOTBETCTBHH
C HpOIfBBOﬂCTBCHHOﬁ HCO6XOI[HMOCTLEO, Ha OCHOBC IIpHHLMIIa «BCC, 4YTO HC paspeuiCHo,
3anpeneHo».

Hoctyn k II/IH JHOMKEH MpenoCTaBIATHCH TOJNBKO B TOM cilydae W o0OBbeMe, €ClH 3TO
HCO6XOﬂHMO COTPYAHHKY IJIA BBIIIOJTHCHHUA €ro JOJNDKHOCTHBIX 00s3aHHOCTE.

5.9 B3aumogedcTBHE H COTPYAHHYECTBO

[peanmonaraer co3nanue OnarompusTHOH atMmocdepst B MBJIOY, obecnednBaromux
nestenbHocTs VCITJIH MBJIOY, nns cHUMXKEHHS BEpOSTHOCTH BO3HUKHOBEHMS HETaTHBHBIX
JIEHCTBUI CBA3aHHBIX C YEJIOBEYECKUM (PaKTOpOM.

B Takoii 0OCTaHOBKE COTPYAHHKH JOJDKHBI OCO3HAaHHO COOJIO/aTh YCTaHOBJIEHHBIE
IpaBHJla M OKa3bIBaTh COJCHCTBHE B JEATEIBHOCTH IIOJPA3JCNCHUH TEXHHYECKOH 3allHThl
UHpOpMaLUH.

5.10 I'mbkoctb cucTeMbl 3amHThI [1/{H

[TpuHATHIE MEPHI K YCTAaHOBJIEHHBIE CPEACTBA 3aLUThl, OCOOCHHO B HaYaJIbHBIH IIEPHOM UX
JKCILTyaTali, MOT'YT o0eclieqnBaTh KaK 4pe3MEpHbIH, TaKk U HEAOCTAaTOYHbIH YPOBEHD 3allMTHI.
s obecnieueHuss BO3MOXHOCTH BapbHpPOBaHHMS YpOBHEM 3alIMIIEHHOCTH, CPEICTBa 3allUTHI
JIOJDKHBI 00J1a/1aTh ONpeieNieHHOH HOKOCThI0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SBIIAETCS B TEX
Clydasx, KOrJa YCTAQHOBKY CpPEJACTB 3alIUThl HEOOXOAMMO OCYHIECTBIATh Ha pPaboTaromIyro
CHCTEMY, He HapyIas Ipouecca ee HOpMaJlbHOro (pyHKLIMOHHPOBAaHHUS.

5.11 OTKpHITOCTH AJITOPHTMOB H MEXaHH3MOB 32 LU ThI

CyTh NpHHUHMIA OTKPHITOCTH AJrOPUTMOB M MEXAHHU3MOB 3alIMThl COCTOMT B TOM, YTO
3alllKUTa He J0JDKHA 00ecreunBaThes TONBKO 3@ CUET CEKPETHOCTH CTPYKTYPHOM OpraHu3alMH M
ITOPUTMOB (PYHKIIMOHHPOBAHUS €€ IOJCHCTEM. 3HAHHUE aJITOPUTMOB pabOThl CHCTEMBI 3ALIHTHI
HE JIOJDKHO JlaBaTh BO3MOXKHOCTH €€ IpeojojieHus (naxe aBTopaM). OIHaKO, 310 HE O3HAYaeT,
4T0 UHGOPMAIMA O KOHKPETHON CHCTEME 3alUThI JOKHA OBITh 001e10CTYIIHA.

5.12 IlpocTtoTa NnpUMeHEHHS CPEACTB 3aLIUTHI

MexaHH3Mbl 3alIUTHl JODKHBI OBITh MHTYHTHBHO MOHATHBI U IIPOCTHI B HCIIOJIB30BAHHUH.
[IpuMeHeHHe CPEeICTB 3aIMUTHI HE JOKHO OBITH CBA3aHO CO 3HAHHUEM CIIELIMAIBHBIX S3BIKOB HIIH C
BBITIOJIHEHHEM JeUCTBHH, TpeOYIOIIMX 3HAUMTENBHBIX JOIOJHHTENBHBIX TpPYyAO3aTpar IIpU
00BIYHOM paboTe 3aperCTPHPOBAHHBIX YCTAHOBIEHHBIM IOPSAAKOM II0Jb30BaTelNeH, a TakxkKe He
JOJDKHO TpeOOBaTh OT IOJIb30BATElNd BBHIIOJHEHHUS PYTHHHBIX MAJIONIOHATHBIX €My OIepauuii
(BBOJ HECKOJIBKHX T1apoJieil U UMeH U T.11.).

Jlo/kHa 1oCcTHraThes aBTOMaTH3alis MaKCHMAJIbHOTO YHCIIa JeHCTBUI NOJIb30BaTeIeh U
agmuHucTpatopoB UCII/IH.
5.13 Hay4ynasi 000CHOBaHHOCTb H TEXHH4YECKAasl PeaIH3yeMOCThb

HHbopMallMOHHBIE TEXHOJIOTHH, TEXHHYECKHE M IPOrpaMMHBIE CPEACTBA, CpPEICTBA U
Mepbl 3aUIMThl HHGOPMALUH JOKHBI OBITh peaM30BaHbl HA COBPEMEHHOM YPOBHE DPa3BHTHS
HAYKM M TEXHHKH, HAy4YHO OOOCHOBaHbI C TOYKH 3pEHUS JOCTH)KEHHS 3aJaHHOIO YPOBHS
Oe3omacHOCTH HMHGOpPMAllMM M JOJDKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaM H
TpeboBaHUAM 110 Oe3onacHocTH [1]]H.

C3I1/11 nomkHa OBITh OPHEHTHPOBAHA Ha PEILIEHHS, BOBMOXXHbIE PUCKH IS KOTOPBIX H
MepbI POTHBOJCUCTBHS 3THM PHCKaM IIPOILIH BCECTOPOHHIO TEOPETHUECKYIO M IIPAaKTHYECKYIO
IIPOBEPKY.
5.14 Cneumnanaunzauus u npogecCHOHATINUIM

[lpeamonaraer mnpuBIeYeHHe K pa3paboTKe CpENCTB M pealH3alll Mep 3allUThl
HH}pOpMaIUH CHelHATN3UPOBAHHBIX OpraHu3alMid, HauboJiee MOJrOTOBIEHHBIX K KOHKPETHOMY
BHJy JEATENBHOCTH 10 obecnedyeHuto Oe3omacHocTH [1/IH, MMEIONIMX OIBIT MPAKTHYECKOH
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paboTHI H TOCYIApCTBEHHYIO JHIEH3HIO Ha MPAaBO OKa3aHHUSA yCIyr B 3ToH obnacTH. Peanm3anus
aIMMHHCTPAaTHBHBIX MeE€p M OJKCIUIyaTallMs CPEACTB 3aIlMTHl JO/DKHA OCYIIECTBIATHCA
npodeccHoHaNbHO NOATOTOBIECHHBIMH criernanmuctaMa MBJJOY.

5.15 Oo6s3aTenbHOCTH KOHTPOJIS

[Ipeanonaraer 06sA3aTeNTBHOCTE H CBOEBPEMEHHOCTh BBISIBIICHUS U IIPECEYEHHUS MOIMBITOK
HapYIIEHHS YCTAaHOBJIEHHBIX MpaBui obecneyeHus O6e3onacHocTd [1/JH Ha OCHOBE HCIIOJIB3YEMBIX
CHCTEM H CPEJCTB 3alIMTHI HHPOPMAIIHH NPH COBEPLICHCTBOBAHHU KPHTEPHEB H METOJIOB OLICHKH
3(PEeKTHBHOCTH 3THX CHCTEM H CPEICTB.

KoHTpone 3a nesTensHOCTBIO M0OOr0 MOJIB30BATENsA, KaXAOrO CpPEeACTBa 3alUTHl H B
OTHOLICHHH JII060ro 06beKTa 3alHUTHl JODKEH OCYIIECTBIATECA Ha OCHOBE NIPUMEHEHHUS CPEICTB
ONEPAaTUBHOTO KOHTPOJIS M PETHCTPALMH U JOJDKEH OXBAThIBAaTh KaK HECAaHKIMOHHPOBAHHBIE, TaK
U CAaHKIMOHHMPOBAHHBIE NEHCTBUS MOJIbsOBATEICH.
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6 MEPBI, METOIbI U CPEACTBA OBECIIEYHEHUSA
TPEBYEMOI'O YPOBHS SAIUIIIEHHOCTH

OGecneueHue TpeOyeMOro ypOBHS 3alMIUEHHOCTH JOJDKHOCTH JOCTUraTrbCi C
HCTIOJIb30BaHUEM MEp, METOJOB U cpelcTB Oe3onmacHocTU. Bee Mepbl obecnieuerus 6e30nacHOCTU
WCII/I1 noapa3ienstoTcs Ha:

®  33aKOHOJATEeJIbHbIE (IIPaBOBbIE);

®  MOpaJbHO-3THYECKUE;

®  OpraHu3aldOHHbIE (aAMUHUCTPATUBHBIE),

e  (u3uYecKue;

®  TexXHUYECKHe (annapaTHbIE U IPOTPAMMHEIE).

[lepeueHp BBIOpaHHBIX Mep obOecreueHUss Oe30MacHOCTH oTpaxaercs B [linane
MEPONIPUATUH MO 00ecneYeHHIO 3alMThI IEPCOHANBHBIX JAHHBIX.

6.1 3akoHoaaTesibHbIe (IPaBOBbIE) MepPbl 3aALIHUTHI

K mnpaBoBeIM MepaM 3allMTHl OTHOCATCS HOEHCTBYIOLIME B CTpaHe 3aKOHbI, yKa3bl U
HOPMaTHUBHBIE aKThl, pErJIaMEHTHpYIOLIME NpaBuiia obpamenus ¢ [1/]H, 3akpennsromue npasa v
00S3aHHOCTH YYaCTHHKOB HWH(OPMAllMOHHBIX OTHOLICHHH B mpouecce ee o00paboTku H
HCIIOJIb30BAHHS, @ TAKXKE YCTAHABIHBAIOIIHE OTBETCTBEHHOCTh 3a HApYIICHHUS STHUX MPaBUI,
NPEMATCTBYS TEM CaMbIM  HEMpPaBOMEPHOMY Hcmojb3oBaHuio [IJlH u  sABisiomuecs
CIEPXKUBAIOIIUM (aKTOPOM IS OTEHIIHAIBHBIX HApyLIUTENEH.

[IpaBoBble Mepbl 3alIUTHl HOCAT B OCHOBHOM YNPEXAAOUIHH, MpOGHIaKTHIECKHH
XapakTep M TpeOYIOT TOCTOAHHOW pa3biACHUTENIbHOW paboThl ¢ MOJB30BATENAMH U
00CTy)XKMBAIOIHM NIEPCOHATIOM CHCTEMBI.

6.2 MopanbHo-3THYECKHE MEPHI 3aLIUTHI

K MODPAJIbHO-3THYCCKHUM ME€paM OTHOCATCA HOPMBI NOBCACHUA, KOTOPBIE TPAJUIIHOHHO
CIIOXHJINCH WJIH CKIIAIBIBAOTCA MO Mepe pacnpocTtpaHeHus DBM B cTpane unu obmectse. ITU
HOPMBI OONbIIEH YacThIO HE SABIAIOTCH 00s3aTeNbHBIMM, KaK 3aKOHOJATENIbHO YTBEPXKICHHBIE
HOPMaTHUBHbIE aKThl, OJHAKO, HMX HecoOIoJeHHe BeAeT OObIYHO K NAJCHHUIO aBTOPHUTETA,
NIPpeCTHXKa YCTIOBEKA, I'PYNIIbI JHI[ HIIH OpraHU3aIuH. MOpaJILHO-BTH'-IeCKHe HOPMBI OBIBAIOT KaK
HemucaHble (HalpuMep, OOIUENpPHU3HAHHBIE HOPMBI YECTHOCTH, NAaTPHOTH3MA U T.IL), TaK H
MHCaHbIE, TO €CTh 0(OPMIICHHbIE B HEKOTOPBIH CBOJ (yCTaB) MPaBHJI WIIK NPEeANHCaHHH.

MopabHO-3THYEeCKHE Mepbl 3alllUThl SBIAIOTCH NPOQPUIAKTHYECKUMH U TpeOyioT
NOCTOSHHOW paboThl MO CO3JAHHIO 3J0POBOTO MOpPANbHOTO KJIMMara B KOJJIEKTHBax
nojapasieleHuid. MopalbHO-3THYECKHE MEPHI 3aLMThl CHUXKAKOT BEPOATHOCTh BO3HUKHOBEHHS
HEraTUBHBIX JCHCTBHH CBA3AHHBIX C YEIOBECUECKUM Q)aKTOpOM.

6.3 OprannzauuoHHble (AIMHHHCTPATHBHbIE) MepPbI 3aLIUThbI

OpraHu3anuoHHble (aIMHHUCTPATUBHBIE) MEPBI 3AIUUTHI - 3TO MEpbl OPraHU3allMOHHOTO
XapakTepa, perjaMeHTHpyoIue npoueccsl (yHkiuonupoBanus HWCIIJIH, ucnonszoBaHue
pecypcoB MCIIJIH, npeATenbHOCT OOCIY)KHMBAIOLIEr0 INEpCOHala, a Takke MOpAHoK
B3auMozeicTBus mnojp3oBarened ¢ MCIIJIH Takum o6pa3oM, yToObl B HAUOONBLIEH CTENEHHU
3aTPYIOHUTh WMIM MCKIIOYHTh BO3MOXHOCTh peaju3allid Yrpo3 0e30MacHOCTH WM CHHU3HUTh
pasMep NOTeph B Clly4yae UX pealnu3aluu.

I'maBHas nenb aIMUHUCTPATUBHBIX MEP, MPEANPUHUMAEMBIX Ha BBICIIEM YIIPABIEHYECKOM
ypoBHe — cdopmupoBaTh l[lonutuky unHdopmanuonHHoi OesonmacHoctd [I/[H (oTpaxaroiryro
NOAXOABl K 3alMTe HHGOpMAaUUH) ¥ OOSCIEYHUTh €€ BBINOJHEHHE, BBIOEIAS HE0OXOIUMBIC
pecypchl M KOHTPOJIUPYS COCTOSIHUE JAETL.

Peanmuzauus [lonumku undopmanuonaoit 6e3onacioctu [1/1 B UCII/IH cocTosaT u3 Mep
aIMHHUCTPATHBHOTO YPOBHS M OPraHU3alHOHHBIX (IPOLEAYPHBIX) MEP 3aIUTHI HHPOPMAIIHH.
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K agMUHHCTpaTHBHOMY YPOBHIO OTHOCSATCS PEIUCHHUS PYKOBOACTBA, 3aTpardBarolliye
nearensHocTh UCIJIH B menoM. DTH pelueHus 3akperuisitoTces B [lomutuke MHGOpPMALMOHHON
6e3onacHOCTH. [IpuMepOM TakHX pelIeHHi MOTYT OBbITh:

IPUHATHE PELIEHUS O (GOPMHUPOBAHHMU HIIH MEPECMOTPE KOMIUJIEKCHOH MPOTrpaMMBbl
obecneuenus 6e3onacHoctH I1/[H, onpeneneHne OTBETCTBEHHBIX 3a €€ PeaU3altIo;
dopMyTHpOBaHHE  IIeJiel, IMOCTaHOBKAa 3ajad, ONpelesiecHHe  HalpaBICHUH
JeATebHOCTH B o6tacTu 6e3omacHoctH [1/1H;

NPUHATHE PELIEHHH MO BOMpOCaM pealM3alidd MporpaMMbl 0€30MacHOCTH, KOTOpPBIE
paccMaTpHBAIOTC Ha YPOBHE Y UPEXKACHHSA B IIETIOM;

obecneueHre HOPMATUBHO#H (ITpaBoBOii) 6a3bl BOMPOCOB O€30MAaCHOCTH H T.II.

ITonuTHKa BEpXHETO YPOBHA AOJDKHA YETKO OYEPTUTH chepy BIMSIHUSA U OTPaHHUUCHHS IIPU
ompeneneHuu 1eneit 6e3omacHoctu IIJ[H, ompemenuTh KakMMHM pecypcaMd (MaTepHalbHBIE,
nepcoHayn) oHM OyayT AOCTUTHYTBl ¥ HalTH pa3yMHbIi KOMIPOMHCC MEXAY NPHEMIIEMBIM
ypoBHeM Oe3onacHOCTH U ¢pyHK1HoHanbHOCThIO UCTI/IH.

Ha opraHu3aiiOHHOM YPOBHE ONpPEAENSAIOTCA MPOLEAYPHl U IpaBUila JOCTHXKECHUS LEIeH
U peweHus 3aaa4 [lonmutiku uHpopMauronHo# 6e3onacHoctH I1JH. DTH npaBUiIa ONpPENEIOT:

KakoBa 00J1acTh MPUMEHEHHS NOIUTHKH O6e3onacHocTH I1/1H;

KaKkoBbl POJM M OO0A3aHHOCTH [ODKHOCTHBIX JIMI[, OTBEYAIOIIHE 3a IPOBEICHME
nonuTHkH 6e3onacHocTy I1/1H, a Tak ke UX YCTaHOBUTh OTBETCTBEHHOCTB;

KTO UMeeT npasa aoctyna K [1/1s;

KaKUMH MEpaMH U cpecTBaMu obecneunBaeTcs 3amura [1/1x;

KaKHMH M€paMH M CpeICTBaMHM OOecrmeduBacTCs KOHTPOJIb 3a COOMIOACHHEM
BBEICHHOT'O peKUMa 0€30IacHOCTH.

Opranmaunonﬂme MCPBI JOJIKHBI.

IpefycMaTpuUBaTh perjdaMeHT MHGOPMAlMOHHBIX OTHOLICHUH, HCKIIIOYarOUX
BO3MOXXHOCTh HECAHKIIMOHWPOBAHHBIX J€HCTBHIl B OTHOIICHUH O0OBEKTOB 3aLIUTHI;
ONpeaeNATh KOATUIIMOHHBIE B HepapXUYECKUE MPHUHLUIBI B METOABI pa3rpaHHYEHHs
poctyna k I1/1H;

OIpeNeNATh MOpANOK paboTHl ¢ MPOrpaMMHO-MAaTEMaTHYECKUMH H TEXHHYECKUMH
(amnapaTHBlE) CpeNCTBaMHM 3alIMTBl M KPHNTO3AIUTBl M JAPYTHX 3allMTHBIX
MEXaHU3MOB;

opraHu3oBaTh Mepsl npotuBogeiictBus HCJI nonp3oBaTenssMM Ha  3Tamax
ayTeHTH(MKALMY, aBTOpU3alMM, HICHTHQUKAIMH, OOeCHeUnBaOIUX TIapaHTHH
peaM3alyy MpaB U OTBETCTBEHHOCTH CYOBEKTOB HHGOPMALMOHHBIX OTHOILIEHHH.

B OpraHu3allHOHHBIC MCPBI JOJIXKHBI COCTOSTDH H3:

pernaMmenTa goctyna B nomemenusa UCII/Ix;

HOPSIOK AOMYCKa COTPYAHUKOB K Hcnoib3oBaHuto pecypcoB UCII/IH Vupexaenus;
periiaMeHTa NpOLECCOB BeAeHHA 0a3 JaHHBIX M OCYIIECTBICHHUS MOIUPHKALUH
UH()OPMAIIMOHHBIX PECYPCOB;

perijaMeHTa MpOLECCOB  OOCTY)KHBAaHHMA M OCYLIGCTBJIICHHA  MOIU(HKALMH
anmnapaTHbIX U IporpaMMHbIX pecypcoB UCI1/IH;

uHCTpykumii nomns3oBareneit UCII/In (agpmunuctpatopa MCIIJlH, anMuHHCTpaTopa
6e3onacHocTy, oneparopa UCII/In);

HHCTPYKIIHS [10Nb30BATENs NPH BOSHUKHOBEHHH BHEIITATHBIX CUTYallHid.

6.4 ®dusnyeckue Mepbl 3AMUTHI
(DI/IBI/I‘{CCKI/IC MCPBl 3alUUTBl OCHOBAHBI Ha NPHUMCHCHHH DPA3HOIO poJaa MEXAHHUYCCKHUX.

3JICKTPO-

H.IA 3JICKTPOHHO-MEXaHHYECKHUX YCTPOﬁCTB H COOp}’)KCHI/II‘/‘I, CIICIITHA.TBHO
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NpeAHa3HAUYEHHBIX [UIS CO3JaHUs (U3MYECKUX TPENMATCTBUH HA BO3MOXHBIX  IIyTAX
MIPOHUKHOBEHHS M JIOCTyNa MOTEHIMAJbHBIX HApyIIUTENed K KOMIIOHEHTaM CHCTEMBI H
3amMIaeMoi HHGoOpMaIuu, a TAKKE TEXHHUUYECKHX CPEICTB BU3YalbHOTO HAOJIOAEHUS, CBS3H U
OXPaHHOW CUTHAJIU3AIHH.

dusnyeckas 3alMTa 3JaHHH, TOMEIIEHHH, 00BEKTOB U CPEICTB HH(POpPMaTH3alMH JOJDKHA
OCYIIECTBIISATHCS IIYTEM YCTAHOBJIEHHUS COOTBETCTBYIOIIMX IIOCTOB OXpaHbl, € IIOMOILIBIO
TEXHUYECKUX CPEIACTB OXPaHbl WM JIOOBIMH APYTMMH criocobaMH, MpeJoTBpallalOlIMMU HIIH
CYLIECTBEHHO 3aTPyIHSIONMMH IIPOHUKHOBEHHE B 3[IaHHE, IMOMEIIEHHS IOCTOPOHHHUX JIHII,
XMIIEHUEe HHGOPMAIIMOHHBIX HOCHTEJICH, CaMHX CpeACTB HHGpOpMaTH3alMM, HUCKIIOYAIOLIUMHU
HAXOXIACHUE BHYTPU KOHTPOJIUPYEMO# (OXpaHseMOi) 30HBI TEXHUYECKUX CPEACTB PA3BEIKH.

6.5 AnmapatHo-nporpammubie cpeacTna 3amuThl IL/IH

Texuuveckue (ammapaTHO-IIPOTPaMMHBIE) MEPHI 3allMTHl OCHOBaHBI Ha HCIIOJIb30BAHHMHU
Pa3IMYHBIX 3TEKTPOHHBIX YCTPOMCTB M CIIEUMAIBHBIX MporpaMM, Bxoasmux B coctaB UCII/IH u
BBIIOJIHSIOUIMX (CaMOCTOSATENLHO HIIM B KOMIUIEKCE C APYTMMHU CpeAcTBaMu) GYHKIHMH 3aLHTHI
(upeHTUUKANKIO U ayTeHTH(HKAIMIO I0JIb30BaTeJIeH, pa3rpaHUYeHHE HOCTyIa K pecypcam,
PETHCTpALHIO COOBITHIH, KpUIITOrpadUuecKoe 3aKphITHE HHPOPMAIIUHY U T.1.).

C ydeTom BceX TpeGoBaHMit U MpUHUHUIIOB obecnieuenus 6ezonacHoctu [1/1n B UCIT/IH o
BCEM HAIPaBJICHUSM 3aIUTHl B COCTaB CUCTEMBI 3AIIUTHI JOJDKHBI OBITh BKJIIOYEHBI CIIEAYIOLIHE
CpeacTBa:

e cpeacTBa HIOCHTH(OHKAUMU (ONO3HABaHUS) U ayTEeHTUGUKAWU (IOATBEPKICHHS

noIMHHOCTH) nonbs3oBateneid UCIT/H;

e CpeICTBa pa3rpaHUYCHHUs JOCTYyINa 3apETUCTPUPOBAHHBIX IIOJBL30BATEIEH CHCTEMBI K
pecypcam UCITlun MBJIOY

e cpexacTBa obecneueHUs ¥ KOHTPOJIS LENIOCTHOCTH NPOrpaMMHBIX ¥ MH(GOPMALMOHHBIX
peECypcoB;

®  CpeICTBa OTNIEPaTHBHOTO KOHTPOJS U PETUCTPAIIMH COOBITHH O€30I1aCHOCTH;

e Kpunrorpadpuueckue cpeacrtsa 3amuTsl [1/]H.

YcnemHoe NpUMEHEHHE TEXHUYECKUX CPEICTB 3alUTHl Ha OCHOBAaHHMM IIPHUHIMIIOB
(pasmen S5) mpeAmoyiaraeT, 4TO BBINOJHEHUE TNEPEYUCICHHBIX HIKE TpeOOoBaHHM oOecredeHo
OpraHM3allHOHHBIMH  (aAMUHHCTPATHBHBIMH) MepaMH W  HCIOIb3YEMBIMH  (PU3HYECKUMH
CpeICTBaMHU 3allUTHI:

e obecrneuena pusnveckas 1eocTHOCTH Bcex KomnoneHT UCIT/H;

e Kaxaelii coTpyaHuk (moms3oBarens VICIIJIH) mim rpynma Imosip3oBareiedl HMEET
YHUKAJIbHOE CHCTEMHOE HUMS U MHHUMAJIBHO HEOOXOOMMBIE Ul BBIIIOJHEHHS UM
cBOUX (YHKIIMOHAJIBHBIX OO0S3aHHOCTEH IIOJHOMOYMS IO JOCTYIy K pecypcam
CHCTEMBI;

e B UCII/In MBJIOY pa3paboTka 4 0Tiaika MIporpamm OCYLIECTBIISETCS 3a MpeaeIaMH
WCI1/1H, Ha MCIIBITAaTENBHBIX CTEHAAX;

e BCc HU3MEHCHUS KOHOQUTypauud TeXHHYeckux U mporpamMublx cpeacte MCIIa
MPOU3BOAATCS  CTPOTO  YCTAQHOBJICHHBIM  IOPSAKOM  (PETUCTPUPYIOTCS  H
KOHTPOJIMPYIOTCS) TOJIBKO Ha OCHOBaHHM pacropsbkeHuil pykoBoactsa MBJIOY;

e cereBoe oOopynoBaHHE (KOHLIEHTPATOpPHl, KOMMYTAaTOpPbl, MapUIpyTH3aTOPhl U T.II.)
pacmonaraeTcsi B MeCTaX, HEJOCTYMHBIX [JIs INOCTOPOHHUX (CIIELHAJIBHBIX
MOMEIICHUSIX, MKadax, u T.11.).

o crmenuanuctamd  MBJIOY  ocymecTBisieTcss  HENpepbIBHOE  YIIpaBIEHHE H
aJIMUHHCTpPaTHUBHAS MOAACPKKa PYHKITHOHUPOBAHUS CPEACTB 3aAILUTHI.
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7  KOHTPOJIb DQOPEKTUBHOCTHU CUCTEMBbI 3ALIIUTDI
UCII s YYPEXIEHUSA

Kontpons a¢dexruBaocta C3I1/[H 1omKeH OCyIeCTBISIETCA Ha IIEPUOJINYECKON OCHOBE.
Llensto koHTponst 3PQPEKTHBHOCTH SBJISAETCS CBOEBPEMEHHOE BBIABIICHHE HEHAUIEKAIHX
pexuMoB pabotsl C3II[IH (OTKIIIOYEHHME CpPEACTB 3allMTHI, HAapYIICHHE DPEXHUMOB 3alllUTHI,
HECAaHKIIMOHMPOBAHHOE HM3MEHECHHE pPEXHMMa 3allUThl M T.M.), a TaK IPOTHOZUPOBAHHE H
IIPEBEHTUBHOE pearupoBaHue Ha HOBbIE yrpo3sl 6e3omacHoctu [1/1H.

KoHTposb MOXET IpOBOAUTHCH Kak aaMuHUCTpaTopaMu Oe3zomacHoctu MCIIIa
(omepaTHBHBIH KOHTpOJIb B Ipouecce uHpopManuonHoro B3auMopeicTsus B UCII/IH), Tak u
IPUBJIEKAEMbIMU JUIS 3TOH LI€TM KOMIETEHTHBIMH OpraHM3alMsMH, MMEIOIUMH JIHUECH3HUIO Ha
3TOT BUJ AesATeNbHOCTH, a Takke QCTIK Poccuu u @Cb Poccuu B pefenax uX KOMIETEHIHH.

KoHTpons MOXET OCYIIECTBIATHCSA AJAMHUHHUCTPATOPOM O€30MACHOCTH KAaK € IOMOILBIO
IITAaTHBIX CPEACTB CHCTEMBI 3amuThl [IJ[H, Tak ¥ C MOMOMIBIO CIIEUUAIBHBIX IPOTrPaMMHBIX
CPEICTB KOHTPOJIA.

Ouenka 3¢ dpexTuBHOCTH Mep 3amuThl I[1/[H MPOBOIUTCS ¢ MCIIONB30BAHUEM TEXHUYECKUX
¥ TIPOrPaMMHBIX CPEACTB KOHTPOJIS Ha TIPEIMET COOTBETCTBUS YCTAaHOBIICHHBIM TPEOOBAHHAM.
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8 CO®EPbLI OTBETCTBEHHOCTHU 3A BE3OITACHOCTD II/In

OTBETCTBEHHBIM 3a DPa3pabOTKy Mep M KOHTpOJb Hajx olecrneyeHueM Oe301acHOCTH
IIEpCOHATIBHBIX AaHHBIX sABisercs pykooautens MBJIOY. PykoBoauTens MOXET A€JIETHPOBATH
9acTh IOJIHOMOYHIA 10 obecreueHHI0 6€30aCHOCTH NEPCOHANBHBIX JAHHBIX.
Chepa OTBETCTBEHHOCTH pYKOBOAMTENS BKJIIOYACT  CIEAYIOIIME  HaNpaBJICHUS
obecrnieuenus 6e3omacHoctH [1]1H:
e [lnanupoBaHHe U peanu3anus Mep no odecnedenuro 6e3onacHoctH [1/1H;
e  Amnanu3 yrpo3s 6e3onacHocty I1/]H;
e Pa3pabGoTky, BHeapeHHE, KOHTpPOJH HCIOJHEHHS M TNOAAEp)KaHHE B aKTyallbHOM
COCTOSHUH TOJUTHK, PYKOBOJACTB, KOHIEIIHIA, TPOLEAYD, PErJIaMEeHTOB, HHCTPYKIIMI
U JIPYTHX OpraHU3alMOHHBIX JOKYMEHTOB IT0 o0ecriedeHUI0 0€30MacHOCTH;

e Koutpous 3amumennoctd UT undpactpyktypst Komnanuu ot yrpos Ub mytem;

e OOyuenue u uadpopmuposanue nojnszosareneii UCI1/IH, o nopsake pabotsl ¢ [1]1H 1
CpeICTBaMHU 3aIMTHI;

e IlpenoTBpailicHHe, BBISBJIICHHE, peardpoBaHHEe M paccleJoBaHHE HapylIeHHH
6e3onacHocTH [1/]H.

[Ipu B3aUMOJEHCTBHM CO CTOPUHHUMH OpraHM3allMsMHU B CIydasx, KOrJa COTpYAHHKaM
OTHX OpraHu3alMii MpeaocTaBiseTcs AOCTYN K oOBeKTaM 3amuThl (pasgen 3), ¢ ITHMH
OpraHM3allMaMU JODKHO ObITh 3akmoueHo «CornamieHne o KOHGUICHIHAIBHOCTHY, JIHOO
«Cornamenue o coomoaeHun pexxuma 6e3onacHoctu [1J{d nmpu Beimonnenuu pabot B UCITny.
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9 MOJIEJb HAPYHIUTEJISA BE3OINIACHOCTH
[Ton napymurenem B MBJIOY nonumaercs nuuo, KOTOpoe B pe3yJbTaTe yMBIIUIEHHBIX
WM HEYMBIIIJIEHHBIX JEHCTBUI MOXET HaHECTH yiepd oObekTaM 3aimuThl (paszaen 3).
Hapymurenu nonpaspenstorcs no npusHaky npuHamiexHoctd k HCIIa. Bcee
HapyLIUTEIH JEATCS Ha JIBE€ IPYNIBL

BHEIIHUE HapyILIMTEId — (U3MYecKHe JIMLA, He HUMEIoIMe npaBa NpeObIBaHUSA Ha
TEPPUTOPHH  KOHTPOJIMPYEMOH 30HBI, B Ipelenax KOTOpoH pa3Memaercs
obopynoBanue UCII/{H;
BHYTPEHHHE HApyUIMTENH — (U3MYECKHE JHIA, UMEIOIHE MpaBo NpeObIBaHHA Ha
TEPPUTOPUHM  KOHTPOJIMPYEMOH 30HBI, B Ipejenax KOTOpOH pasMmelnaercs
obopynosanue UCII/IH.

Knaccudukauus Hapymureneit mnpeacraBieHa B Mopgenn yrpo3  0e30macHOCTH
nepcoHaNbHBIX JaHHBIX Kaxaoi UCII/(H.
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10 MOJIEJIb YI'PO3 BE3OIIACHOCTH

HOna HCII[Ile MBJOVY Bblaensiorcs CHEAyXOLIME OCHOBHBIE KaTE€roOpud yrpo3
0e30MacHOCTH NEPCOHATBHBIX JAHHBIX:

1) Yrpo3sl OT yT€YKH IO TEXHUYECKUM KaHaJIaM.

2) VYrpo3bl HECAaHKIIMOHUPOBAHHOrO AOCTYNa K HHGOPMALUH:

Yrpo3sl yHHUYTOXEHHs, XwuuieHus anmapatHbix cpeacts MCII[In  Hocutenen
uHpopManuu nyTeM ¢pusudeckoro pocryna k anemenram UCIIIH.

Vrpo3sl XHINEHHSA, HECAHKIMOHUPOBAaHHOW MOJUGHKAMH HIH OJOKMPOBaHMS
uHpopManuu 3a cueT HecankuuoHupoBaHHOro nocryna (HCJ) ¢ npumeHeHHeM
IpOrpaMMHO-aNlapaTHbIX W MPOrPaMMHBIX CPEACTB (B TOM YHCJE IPOrpaMMHO-
MaTeMaTHYeCKUX BO3JICHCTBUIA).

Vrpo3sl He IpeJHAMEPEHHBIX JeHCTBUM M0JIb30BaTeNel H HapylmeHuH 0e30acHOCTH
¢ynkuunonupoBanus MCIIJIn u C3I1/IH B ee coctaBe H3-3a COOEB B MPOrpaMMHOM
obecreyeHHH, a TaK)Ke OT YIrpo3 HEaHTPONOreHHOro (cOoeB ammaparypel H3-3a
HEHaJI)KHOCTH JIEMEHTOB, cO0EB 3JIEKTPONUTaHUA) U CTUXMHHOrO (YIapOoB MOJIHHH,
[I0’KapoB, HABOJAHEHUH H T.II.) XapaKTepa.

Yrpo3sl npeJHaMEPEeHHbIX ACHCTBHH BHYTPEHHUX HAapyIIUTENIEH.

Yrpo3bl HECAaHKIIMOHUPOBAKHOTO JOCTYIA [10 KaHajlaM CBS3H.

Omnwucanue yrpo3, BEPOATHOCTh HX peaH3aluy, ONaCHOCTh M aKTyalbHOCTH IIPEJICTaBIICHBI
B Mozenu yrpo3 6e30macHOCTH NepcOHANBHBIX AaHHBIX Kaxaod MCIT/In.
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Konnemnus uHGopMauoHHOH 6e30MacHOCTH HHPOPMAITHOHHBIX CHCTEM ITEPCOHAJIBHBIX JaHHBIX

11 MEXAHW3M PEAJIM3AIIUUA KOHUEITIIUHA

Peanuzanus KoHuenmuu 10/pKHA OCYIIECTBIIATECSA Ha OCHOBE IEPCIEKTHBHBIX IIPOrpaMM
U IIJTAaHOB, KOTOPBIE COCTABJIAIOTCS HA OCHOBAHHH H BO HCIIOJIHEHHE:!
e (enepanbHBIX 3aKOHOB B oOsiacTH oOecnedeHUs: HH(GOPMAIIMOHHOW 0€30IIaCHOCTH H
3alUTH! HH(OpMaIHH;
e mnocraHoBieHui [IpaButenscTBa Poccuiickoit denepanuy;

®  PYKOBOJSIIUX, OPraHU3allMOHHO-PACIIOPSUTENbHBIX U METOAUYECKHX HAOKYMEHTOB
OCTOK Poccuu;

e notpebdnocreit UCIT/IH B cpeacTBax obecnedeHus 6€30macHOCTH HHPOpMaLHUK.
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Konuenuus nadopManronnoi 6e30nacHoCTH HHOOPMALHOHHBIX CHCTEM NEPCOHATBHBIX JaHHBIX

12 OXHUIAEMBIA DODEKT OT PEAJIU3ALIMUA
KOHIEITIUH

Peanmuzanus Konnenmuu 6e3onacuoctu [1JIn B UCIT/I# mo3BOJIUT:

oueHUTh cocTosHue Oe3zomacHoctd uHGopmanuu *MCIIJIH, BBIABUTP HMCTOYHUKH
BHYTPEHHHX M BHEUIHHX Yrpo3 HHGOpMauHOHHOH O€30IacHOCTH, OIpPEIEIHTh
MPHOPHUTETHBIC HANpPaBJICHUS MPEIOTBPAICHHS, OTPAXCHHSI W HEHTpalM3allui 3THX
yrpos;

pa3paboTaTh  pPacCHOpPSAAMTENBHBIE H  HOPMAaTHBHO-METOJUYECKHE  JOKYMEHTHI
npumenuTenbHo Kk UCI/IH;

mpoBecTH Kiaccudukanuio u ceptudukanuio UCIT/x;

IIPOBECTH  OPraHU3allMOHHO-PEXXHMHBIE M  TEXHHYECKHE  MEPONpPHATHA IO
obecneuennio 6ezonacuoctu I1Jx 8 UCITH;

obecneynTs HEOOXOAUMBIN YPOBEHb 0€30IaCHOCTH OOBEKTOB 3aIIUTHI.

OcymecTBiI€HHE 3THX MEPONPHATHH OOECIEYHT CO3JaHHE €IUHOH, IEJIOCTHOH M
CKOOpAMHUPOBaHHOM cucTeMbl HHpopManuonHoi 6e3onacHoctd UCII/IH u co3gact ycnoBus 1ist
€c JanbHEHIIero COBEPIICHCTBOBAHHS.
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Konnenuus PIH(I)OpMaIIPIOHHOﬁ Oe30MmacHOCTH I/IH(I)OpMaIII/IOHHI:IX CHCTCM IICPCOHAJIBHBIX JaHHBIX

13 CIIMCOK UCIIOJB30OBAHHBIX HICTOYHHUKOB

OCHOBHBIMH HOpPMAaTHBHO-IIPABOBBIMH H METOJAWYECKUMH AOKYMEHTaMH, Ha KOTOPBIX
6asupyercs Hacrosuiee [lonoxenue sBASIOTCS:

1. ®enepanshbiit 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX» (ajnee
— @3 «O mnepcoHalbHBIX [aHHBIX»), YCTAaHABIMBAIOIIUNA OCHOBHBIE IPUHIUNBI U YCIOBHS
obpabotku [1/]H, mpaBa, 0653aHHOCTH ¥ OTBETCTBEHHOCTh Y4aCTHUKOB OTHOIIEHUH, CBSI3aHHBIX C
obpabotkoii [1/]H.

2. «llonoxenune 06 obecreueHUH O€30MaCHOCTH MEPCOHAJBHBIX JaHHBIX IPH HX
obpabotke B HH(POPMALMOHHBIX CHCTEMAax IEPCOHAIBHBIX JAaHHBIX», YTBEPKICHHOE
[Toctanosnenuem [IpaBurtenscrBa P® ot 17.11.2007 r. Ne 781.

3. «llopsnox mpoBeaeHus kiaccuukauud WHPOPMALUOHHBIX CHCTEM MEPCOHAIBHBIX
JaHHBIX», yTBepxAcHHBIA coBMecTHRIM [Ipukazom ®CTIK Poccuu Ne 55, ®CB Poccun Ne 86 u
Mununpopmcssazu PO Ne 20 ot 13.02.2008 1.

4. «Ilonoxenue 06 ocobeHHOCTAX 00pabOTKU MEPCOHANBHBIX JaHHBIX, OCYIIECTBIIEMON
6e3 UCIOJIB30BaHUs CPEACTB aBTOMAaTH3aIMUY, yTBepxkaeHHoe [ToctanoBnenueM IIpaButenscTBa
P® ot 15.09.2008 r. Ne 687.

5. «TpeboBaHus K MaTepUHaJIbHBIM HOCUTEJISIM OHOMETPHYECKUX MEPCOHANIBHBIX TAaHHBIX
U TEXHOJOTUSM XpaHEHUS TaKMX JaHHBIX BHE HWH(POPMALMOHHBIX CHUCTEM IE€PCOHAIBHBIX
JaHHBIX», yTBepkaeHHbIe [locTanoBneHreM [IpaButensctBa PO ot 06.07.2008 r. Ne 512.

6. HopmatuBHO-MeToandeckue fokyMeHTHl PenepanpHOM CIy)KOBI IO TEXHHYECKOMY U
sKcnepTHoMy KoHTpoito Poccuiickoit ®@enepamuu (nanee - ®CTIK Poccuun) mo obecneuenuro
6e3onacnoctu [11n npu ux o6pabdorke B UCI1/IH:

7. PexoMmenpanuu mo obecnedeHHI0 0€30NMacHOCTH IMEPCOHAIBHBIX JAHHBIX IIPH HMX
0bpaboTke B HHPOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX, YTB. 3aM. nupekropa ®CTIK
Poccuu 15.02.08 r. (ACIT)

8. OCHOBHBIE MEpONPUATHS IO OpraHU3alUd U TEXHHYECKOMY O0OeCIeUEHHIO
0€30MacHOCTH TEpPCOHANBHBIX JaHHBIX, O00padaTbiBaeMbIX B HH(POPMAIMOHHBIX CHCTEMAax
NEepCOHANBHBIX JaHHBIX, yTB. 3aM. aupekropa @CTIK Poccuu 15.02.08 r. (ICII)

9. bazoBas Mojenp yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU HX 00paboTke B
HHPOPMALMOHHBIX CHCTEMaX MNEPCOHAJBHBIX JaHHBIX, yTB. 3aM. aupekropa ®CTOK Poccun
15.02.08 r. (ACIT)

10. Metoauka ompe/ieieHUs aKTyalbHBIX yrpo3 0e30MacHOCTH MEPCOHAJBbHBIX JaHHBIX
npu ux obpaboTke B HHGOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. AUPEKTOpa
®CTIK Poccun 15.02.08 r. (ACIT)



