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ONPEJJEJIEHUS

B HacTos1eM JOKYMEHTE HCTIONB3YIOTCS CIEAYIOLNE TEPMUHBI U HX ONPEIEIICHU.

ABTOMATH3HPOBAHHASl CHCTEMAa - CHCTEMa, COCTOSIIas M3 MepCOHaJa M KOMILUIEKCa
CPEICTB aBTOMAaTHU3aLMH €ro MAESTENbHOCTH, pealu3yrolias HHOOPMAIMOHHYIO TEXHOJIOTHIO
BBIITOJTHEHUSI YCTAHOBJIEHHBIX () YHKIIHA.

AyTeHTH(HKAIHS OTNPABHTE/S JAHHBIX - IOJITBEPXKICHHUE TOrO, YTO OTIPABUTENb
MOJTYYE€HHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTh NMEPCOHANBHBIX JAHHBIX - COCTOSHHE 3alMIICHHOCTH IEPCOHATIBHBIX
JAHHBIX, XapaKTepH3yeMOe CIOCOOHOCTBIO  IOJb30BaTeNIe, TEXHHYECKHX CPEIACTB H
HH(QOPMALMOHHBIX TEXHOJIOTHIH 00ecrednTh KOHGHICHIHATBHOCTh, LEJIOCTHOCTh M JOCTYITHOCTh
NIEpCOHANBHBIX JaHHBIX INIpH HX 00paboTke B HHPOPMAIIMOHHBIX CHUCTEMax I[1€PCOHAIBHBIX
JIaHHBIX.

buomMerpuueckne mnepcoHa/lbHble JaHHbIE - CBEICHHUSA, KOTOpbBIE XapaKTEpH3YIOT
(bu3nOIOrn4YecKue OCOOEHHOCTH 4YeNOBeKa M Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBHUTBH €O
JMYHOCTh, BKNIO4Yas (ortorpaduu, OTIEYATKH MaNbLEB, 00pa3 CeTYaTKH [J1a3a, OCOOEHHOCTH
CTPOCHHS TeNa U APYTyIo NoA0OHYIO HHOPMAIHIO.

biokHpoBaHHe mepCcOHANBHBIX [JAAaHHBIX - BpPEMEHHOE MpekpalieHue cOopa,
CHCTeMaTH3allM{, HAKOTUICHHS, UCIIOIb30BAHHUS, PACIIPOCTPAHEHHS, IEPCOHANBHBIX JAHHBIX, B TOM
qHCTIe UX NIepeaayy.

Bupyc (xoMnblOTepHbIH, NPOrpaMMHBIH) - HCIOJHAEMBIH NPOrpaMMHBIA KOI MM
HHTEPIPETHPYEMBIH HA0Op HHCTPYKHHUM, 00JaJaroluii CBOMCTBaMM HECAHKIIHOHMPOBAHHOIO
pacrpocTpaHeHus U camoBocnipou3BeneHus. Co3naHHble AyOIMKaThl KOMIIBIOTEPHOTO BHpPYyCa HE
BCETJa COBMANAlOT C OPUMIHHAJIOM, HO COXPAHSAIOT CIOCOOHOCTh K  JajJbHEHIIEMY
pacrpoCTPaHEHUIO H CaMOBOCIIPOU3BEACHHUIO.

Bpenonocnas mnporpamma - mnporpamMma, IpeJHa3HaueHHas Uil OCYLUECTBIICHHS
HECaHKIIMOHUPOBAHHOTO JOCTyNa U (MM) BO3AECHCTBUS Ha MEPCOHATbHBIE JAHHBIE WM PECYpPCHI
HHPOPMAITHOHHOHN CHCTEMBI IIEPCOHATIBHBIX JaHHBIX.

BenoMorarenbHble TeXHHYECKHE CPEACTBA M CHCTEMBI - TEXHHYECKHE CPEICTBA H
CHCTEMbI, He TpeJHa3Ha4YeHHBbIE [UIA nepenaqyu, oOpaboTKM M XpaHEHHs IEePCOHAIbHBIX JaHHBIX,
yCTaHaBJINBA€MbI€ COBMECTHO C TEXHMYECKHMH CpEJICTBAMH M CHCTEMaMH, NpeJHa3HaYeHHBIMHU
Uis  00pabOTKH MEPCOHATBHBIX JAHHBIX WIM B IIOMEUICHHSIX, B KOTOPBIX YCTaHOBIICHBI
HMH(GOPMALMOHHBIE CUCTEMBI [IEPCOHAIBHBIX JAHHBIX.

JocTyn B ONEepallMOHHYIO cpeay KomnbloTepa (HMHGOPMAUMOHHOH CHCTEMBI
NEPCOHATBHBIX AAHHBIX) - TOJyYCHHE BO3MOXHOCTH 3allyCKa Ha BBIIOJIHCHHE INTaTHBIX KOMaH,
GyHKIMIA, Tpoueayp ONEpaMOHHOM CHCTEMB! (YHHYTOXEHHS, KOIMHPOBAHHS, MEPEMEIICHHS H T.IL.),
HCIIONTHSEMBIX (aii.IOB MPHUKTAIHBIX IIPOrPAMM.

JocTyn K HHpopMaMH - BO3MOXHOCTS NOJTy4eHHs] HHQOpMaIny U €€ HCTI0JIb30BAHUS.

3aknano4yHoe yCcTpOHCTBO - 3JIEMEHT CpPEACTBA CheMa HH(POPMALIMH, CKPBITHO BHEAPSEMBIN
(3aKs1azIbIBacMBblii WJIM BHOCHMBIH ) B MECTa BO3MOXKHOTO CheMa HHPOopMaliy (B TOM YMCIIE B OTPKICHHE,
KOHCTPYKIIHIO, 000pyI0BaHHE, IIPEAMEThl MHTEPhEpa, TPAHCIIOPTHBIE CPEACTBA, A TAKKE B TEXHUYECKUE
CpEICTBA U CHCTEMBI 00paboTkH uHGOopMarHH).

3amumaemas uHdopmMauus - vHQopMalMs, SBILIOMIASCS NPEAMETOM COOCTBEHHOCTH H
nojuiexallas 3allliTe B COOTBETCTBUH € TpeOOBAaHMSIMH IIPAaBOBBIX JOKYMEHTOB WM TPeOOBAHHSAMM.
YCTaHaBJIMBaCMbIMH COOCTBEHHHKOM MH(OPMAIIUH.

HNnenTndukanus - npucBoeHne cyObeKTaM W 00BEKTaM JOCTyNa MAeHTH(HKaropa v (W)
CpaBHEHHE NPEABSBIIAEMOr0 HAEHTH(HUKATOPA C TIEpeYHEM ITPUCBOCHHBIX HICHTH(HUKATOPOB.

HNudopmaTHBHBIA CHIHAJ - JNEKTPUYECKHE CUTHAIBI, aKyCTHYECKHE, JIEKTPOMArHUTHBIE U
Jpyrve (u3MUeckue TNOoNis, 0 IapameTdaM KOTOphIX MOXET ObITh pacKpbiTa KOHQHAEHLIHATbHAS
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HHpopMalus (TIepCoHAbHBIE JaHHble) oOpabarpiBaeMast B MH(GOPMALMOHHOM CHCTEME NEPCOHATBHBIX
JTAHHBIX.

HHpopmaunoHHas cucrema nepcoHanbHbIX AaHHbIX (MCII/In) - undopmanuoHHas
CHCTEMa. TPEACTaBIAIoNas coO0H COBOKYITHOCTh NEPCOHANBHBIX JAHHBIX, COAEpXaluxcs B 06aze
JAHHbIX, a TaKkke HHGOPMALUOHHBIX TEXHOJOTHH M TEXHHYECKHUX CPEACTB, IO3BOJIAIOLINX
OCYUIECTBJIATh 00pabOTKYy TakMX MEPCOHANBHBIX [aHHBIX C HCIOJIb30BAHHEM CpEICTB
aBTOMAaTH3aIMHU WK O€3 UCTIOTB30BaHUS TAKHUX CPELICTB.

HHdopManHoHHbIE TEXHOJIOTHH - TIPOLIECCHL, METO/IBI TIOUCKA, cOOpa, XpaHeHHUs, 00paboTKH,
TIPEIOCTaBJIEHUs!, PAcTIPOCTpaHEHHss MHGOPMALUK U CIIOCOOBI OCYIIECTBIEHUS! TaKUX IPOLECCOB H
METO/IOB.

Hcnoib3oBaHue NMEPCOHAILHBIX JAHHBIX - JEHCTBUA (OIepalyH) ¢ NEpCOHAIBLHBIMH
JAaHHBIMH, COBEPILIAEMBbIE OINEPaTOPOM B ILENAX NPUHATHUS PELIEHWH WIM COBEPIUEHHMS HHBIX
JEHCTBUHN, MOPOXIAIONIMX IOPUIUYECKHE TOCIEICTBHSA B OTHOIIEHUH CYyOBEKTa NMEPCOHAIBHBIX
JAHHBIX WJIH APYTUX JHMI JUO0 HHBIM 00pa3oM 3aTpardBaroIIMX MpaBa U cBoOOIBl CyOBEKTa
NEPCOHANBHBIX TAHHBIX WM IPYTHX JIMII.

HcTouHuK yrpo3sl 6e30nacHOCTH HHPOPMALKH - CYyOBEKT I0CTYIIa, MaTEpUATBHBIA OOBEKT
WM  (u3ndYecKoe SBICHUE, SBIMIOLIMECS TIPUYMHON BO3HMKHOBEHHS YTpo3bl 0€30MacHOCTH
HH(pOpPMaLIHH.

KonTpoaupyemas 30Ha - NPOCTPaHCTBO (TEPPUTOpHS, 3aHHE, YacThb 3[aHHs, TIOMELIEHHE), B
KOTOpOM HCKIIFOYEHO HEKOHTPOJIMPYEMOE MpeObIBAaHUE ITOCTOPOHHUX JMI[, a TaKKe TPaHCIIOPTHBIX,
TEXHUYECKUX M MHBIX MaTEPHATBHBIX CPEICTB.

KoHpuaeHIHANBHOCTD NEPCOHAJILHBIX [JaHHBIX - O0s3aTeNlbHOE i1 COOJIOIEHUS
OTEparopoM WM HHBIM TOJYYMBIIMM JOCTYNl K TEPCOHATBHBIM JAHHBIM JIMLIIOM TpeOOBaHHE HE
JIOTTyCKaTh UX pacrpocTpaHeHue Oe3 cormacus CyOBeKTa MEepCOHATBHBIX JAHHBIX WM HAJIMYMA HHOTO
3aKOHHOTO OCHOBaHUSI.

MexceTeBoi IKpaH - JIOKATHHOE (OTHOKOMITIOHEHTHOE) WK (hyHKIIMOHATBHO-PACTIPEAEIIEHHOE
MIPOTrpaMMHOE  (IIpOTpaMMHO-AIAPaTHOE) CPEICTBO  (KOMIUIEKC), peaM3yrollee KOHIpOdb  3a
uH(pOpMalMel, TMocTynaromed B HHGOPMAIMOHHYIO CHCTEMY TMEPCOHATBHBIX JAHHBIX U (W)
BBIXOALIECH U3 MHPOPMALTMOHHOH CUCTEMBI.

HapyuwnTe/ib 6€30MaCHOCTH MEPCOHAIBHBIX AAHHBIX - (U3UYECKOE JHILIO, CIYYalHO HIH
TpeIHAMEPEHHO COBEpILAIOLIEe ACHCTBUS, CIEACTBUEM KOTOPHIX SBIAETCA HapylleHHe Oe30NacHOCTH
MIEPCOHATHHBIX JJAHHBIX TPU MX 00pabOTKe TEXHUYECKMMH CPEICTBAaMH B MH(OPMAIMOHHBIX CHCTEMAX
MEPCOHATBHBIX JAHHBIX.

HeaBTomMaTH3npoBaHHass 00pafoTka mepcOHAJNbHBIX JaHHbBIX - 00paboTka
NEPCOHATHHBIX JaHHBIX, CONEpXAIIUXcs B WHGOPMALUMOHHON CHUCTEME MEPCOHANBHBIX JaHHBIX
1160 U3BIIEYEHHBIX U3 TAKOHW CHUCTEMbI, CUUTAETCS OCYIIECTBICHHOH 0€3 HCIO0JIb30BaHUs CPEACTB
aBTOMAaTH3allMKM (HEABTOMATU3UPOBAHHOM), €C/IM TaKue AEHCTBUSA C NMEPCOHAIBHBIMH JaHHBIMH,
KaK HCIOJIb30BaHUE, YTOYHEHHUE, PACIpPOCTPAHEHUE, YHUYTOXXEHUE IEPCOHANBHBIX JaHHBIX B
OTHOUICHMH KaXJOro M3 CYOBEKTOB TMEpPCOHANBHBIX JAHHBIX, OCYLIECTBJIAIOTCA IIpH
HETNIOCPEACTBEHHOM y4acTHUHU YEJIOBEKA.

HenexjapupoBaHHble BO3MOKHOCTH - (PyHKIMOHATbHBIE BO3MOXHOCTH  CPEICTB
BBIYUCIIMTEIFHOM TEXHUKH, HE OMMCAHHbIE WM HE COOTBETCTBYIOLIME ONMCAHHBIM B IOKYMEHTALMH, [TPH
HCITIOJTb30BaHUH KOTOPHIX BO3MOXXHO HapylIeHHE KOHDHIECHIMATBHOCTH, IOCTYTIHOCTH WM LIEIOCTHOCTH
obpabartpiBaeMoit HHpOPMAIIHH.

HecaHKUHMOHHPOBAHHBIH A0CTYN (HECAHKUHOHHPOBAHHbIEC [EHCTBHA) - IOCTYIl K
uHbOpMalMM WIM JeHCTBUA ¢ HH(pOpMalWeH, HapyllalolMe MpaBHia pa3TpaHUYEHHs HOCTyna ¢
HCTIOJIb30BaHUEM  IUTATHBIX ~ CPEACTB, IPENOCTaBIAEMBIX HMH(POPMALMOHHBIMH  CHCTEMAaMHU
NEPCOHATbHBIX TAHHBIX.
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Hocurenr uHdopmammu - Qispdeckoe JHMI0O WM MaTepUATHHBIA OOBEKT, B TOM WHCIIE
¢msigeckoe mone, B KOTOpOM HHGPOPMAIMS HAXOMUT CBOE OTPKEHHE B BHIE CHMBOIOB, 0OpasoB,
CHTHAJIOB, TEXHUYECKMX DELICHWH M IPOLECCOB, KOJMYECTBEHHBIX XaAPAKTEPUCTHK (HU3MICCKUX
BEJIMYHH.

O0e3MHYHBaHHe NEPCOHAIbHBIX [JAaHHBIX - JCHCTBHS, B pE3YJbTaTE€ KOTOPHIX
HEBO3MOXXHO OIPEIACIIUTh NPHHAUIEKHOCTh NEPCOHANBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
IEPCOHAIBHBIX TaHHBIX.

O6paboTka mepCcOHANBHBIX JaHHBIX - JICHCTBUSA (OMEPAINK) C IIEPCOHATIEHBIMY JaHHBIMH,
BKIIOYas COOp, CHCTEMATH3aLMIO, HAKOIUICHWE, XpaHCHWE, YTOYHCHHE (OOHOBJIICHHE, HM3MEHEHHE),
UCIIONB30BAHUE, PACIIPOCTPaHEHUME (B TOM UHCIE TMepemady), OOe3IMYMBaHKE, OJIOKHPOBAHHE,
YHUUYTOXXEHUE [IEPCOHATHHBIX JaHHBIX.

Ob0menocTynHble mepCcOHANLHbIE [JaHHbIE - [E€PCOHANbHBIC MAaHHBIC, JMJOCTYII
HEOTPAaHMYCHHOIO Kpyra JIMI K KOTOphIM MPEJOCTAaBIEH C COTJIAcHs CyOBEKTa MEPCOHAIBHBIX
JAHHBIX MM Ha KOTOPHIE B COOTBETCTBUHU C (efepalibHBIMH 3aKOHAMH HE pPacIpOCTpaHSETCs
TpeboBaHue COOMOACHNUS KOHPHICHIIMATBHOCTH.

OnepaTop (mepcoHaJbHBIX JaHHBIX) - TOCYJAPCTBEHHBINA OpraH, MyHHUIMIIATBHBIA OpraH,
IOPHIMYECKOE WM (DU3MYECKOe JIMIIO, OpraHmsyiomee u (WIM) OCYINECTBIISIOIEE OOpabOTKy
MCPCOHANBHBIX JAHHBIX, 4 TAKXKE ONPEAC/BIOIME IETM U COIEpKaHHe 0O0pabOTKH MEPCOHATBHBIX
JTAaHHBIX.

IlepexBar (MHpoOpmManmm) - HENMPaBOMEPHOE MOJyYCHHE HWHPOpPMAIMH C HC-
[I0JIB30BAHUEM TEXHHYECKOIO CPEACTBA, OCYHIECTBISIIOIEr0 OOHapyXEHHE, IPUEM U 00paboTKy
HHPOPMATUBHBIX CHTHAIIOB.

Ilepconanbubie gaHHbIe - 00as WHPOpMANUA, OTHOCSINASCA K OMPEACICHHOMY HIIH
OIIpENIENIAEMOMY Ha OCHOBaHMH Tako# MHGopManuy GusndeckoMy Iy (CyOBEKTY MEPCOHANBHBIX
JIaHHBIX), B TOM 9HCJIE €r0 GaMUIus, ul1si, OTIECTBO, FOJ, MECHII, 1aTa X MECTO POXKICHUS, aapec,
CeMeHOE, COLMAIbHOE, UMYIIECTBEHHOE NIOJIOXKEHHNE, 00pa3oBaHue, Ipodeccus, J0X0bl, Apyras
uHbOpMaIus.

Ilo0o4nble J/IEKTPOMATHHTHbIE H3Jy4YeHHSI H HABOAKH - JJICKTPOMAarHUTHbIC
M3IIYyYCHUS TEXHUYECKHX CPEIACTB 00pabOTKM 3aIuInaeMod HMHQPOPMAIUH, BO3HHUKAIOMIME Kak
N0O0YHOE SBICHHE ¥ BBI3BAHHBIE JJICKTPHYCCKAMU CHTHAJIAMH, JCHCTBYIOIMUMH B HX
JJIEKTPUYECKMX M MArHUTHBIX LEINAX, a TaKXKE JIEKTPOMArHUTHbIE HABOJKH 3THX CHTHAJIOB Ha
TOKOIIPOBOISIIHE JTMHUU, KOHCTPYKIIAHU U ICTTH ITUTAHHS.

IHonnTHKa «YHCTOrO0 CTOJIa» - KOMIUIGKC OpraHM3allMOHHBIX  MEpPOTPHSTHIA,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3allUChIBaHMS HAa OYMaXHbIE HOCHTEIM KIIIOYEH M aTpuOyTOB
JocTyna (maposieil) 1 XpaHeHHst UX BOJIM3M 0OBEKTOB JOCTYIIA.

Hoan3oBaTeqb HHPOPMANMOHHOH CHCTEMbI TEPCOHAIBHBIX [JAHHBIX - JIHIO,
y4acTByIomee B (YHKIHOHUPOBAHMH HHOOPMALMOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX HIIA
HCIIONB3YIOIIEE Pe3yIbTaThl €€ GYHKIIUOHUPOBAHHS.

MpaBuna pa3rpaHHYeHHs JOCTYNA - COBOKYITHOCTh IIPAaBUJI, PETIAMEHTHPYIOIIMX IIpaBa
JocTyna cyObeKTOB JI0CTyNa K 00BEKTaM JOCTyIIa.

HporpamMmHas 3akaa/1Ka - KOJ IPpOTPaMMBI, IPEAHAMEPEHHO BHECEHHBIH B IIPOTpaMMy C
LEJIBY0 OCYIIECTBUTH YTEYKY, HM3MEHHUTh, OJIOKHPOBATh, YHUYTOXUTh HHOOPMAIHIO HITH
YHAYTOXKHUTh M MOIMGHLHPOEATh IpOrpaMMHOE obecredeHrHe HHPOPMAUOHHON CHCTEMBI
IEPCOH:LTBHBIX NaHHBX U (MH) OJIOKHPOBaTh alllapaTHEIC CPEICTBRA.

IIporpammHoe (IporpaMMHoO-MaTeMaTHYeCKO€) BO3/1efiCTBHE - HCCAaHKITHOHUPOBAHHOE
BO3JICHCTBHE HAa PECYPChl aBTOMATU3UPOBAHHON MHPOPMAIIMOHHOK CHCTEMBI, OCYIIECTBISIEMOE C
HCIIOJIb30BAHUEM BPEIOHOCHBIX ITPOTPaMM.

PackpbiTHe mNepCOHANBHBIX [JAHHBIX - YMBIIUICHHOC WM CJIy4adlHOE HapyIllcHHE
KOH(GUICHIIMATBHOCTH NIEPCOHATBHBIX JaHHBIX.



6
[MonuTHka HHGOPMAIIMOHHON 06€301aCHOCTH HHPOPMALIMOHHBIX CUCTEM NEPCOHAIBHBIX JaHHBIX

PacnpocTpaHenne nmepcoHAJBLHBIX JaHHBIX - JICHCTBHS, HalpaBlIeHHBIE Ha IEpenaydy
IEPCOHAJIbHBIX JaHHBIX ONpe/eIeHHOMY KpYry JuIl (Iepenada IepcOHANbHBIX NAHHBIX) WM Ha
03HAKOMJICHHE C IIepCOHANbHBIMM JAaHHBIMM HEOTPaHHYEHHOIO Kpyra JHI, B TOM YHCJE
00HapoZ0BaHHE MEPCOHAIBHBIX JaHHBIX B CPEACTBAX MaccOBOH HMHQPOpMAIMH, pasMelleHHe B
HH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIUOHHBIX ~ CeTAX  WIM  INPelOCTaBIIEeHHE  JOCTyma K
HEPCOHATHHBIM JIaHHBIM KaKUM-JIHOO HHBIM CIIOCOOOM.

Pecypc undopMannoHHOH cHCTEMBI - UIMEHOBAaHHBIH 3JIEMEHT CUCTEMHOTO, IIPHKJIAHOTO
WM annapaTHoro odecnedeHus QyHKIIMOHUPOBaHUS HH)OPMAITOHHON CHCTEMBI.

CnenuanbHble KaTeropuH MePCOHAJBLHBIX JAHHBIX - IIEPCOHAJbHBIE JAHHBIE,
KacalollHecs: pacoBOM, HAIMOHAILHON NIPUHAUIEKHOCTH, IOJIMTUYECKUX B3IUISI0B, PEJIMTHO3HBIX
WK QUIocobCKUX YOEXKIEHHH, COCTOSHHSA 370pOBbS M MHTHMHOH JKM3HH CyOBeKTa
NEPCOHAIbHBIX JaHHBIX.

CpeacTBa BBIYHMCJIHTEIbHOH TEXHHKH - COBOKYIHOCTb IPOTPAMMHBIX M TEXHHYECKHX
3JIEMEHTOB CUCTEM 00pabOTKH TaHHBIX, CHOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSTEILHO HIIM B COCTABE
JIPYTHX CHCTEM.

CyObekT aoctyna (cydbeKT) - JIMIIO WK NPOIECC, JEHCTBUS KOTOPOTO PErfaMEHTUPYIOTCS
IpaBUJIAMU pa3TpaHUYECHUs JOCTyIa.

Texnnueckne cpeacTBa HHGOPMANMOHHOH CHCTEMBI MEPCOHANBHBIX JAHHBIX -
CpE/ICTBA BBIYHCIIUTEILHON TEXHUKH, HH)OPMAIIHOHHO-BEIYHUCIUTENIHHBIE KOMILIEKCHI M CETH, CPELICTBA U
CHCTEMBI niepenaud, npuema U oopadotku IIJIH (cpenctBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIDOM3BEICHUS, IIEPErOBOPHbIE M TEJIEBH3MOHHBIE YCTPOWCTBA, CpEICTBA M3IOTOBJICHHS,
THPOKHPOBAHHSA JOKYMEHTOB M JIPYTHE TEXHHYECKHE CpeicTBa 00pabOTKU pedeBoi, rpadMIeCKOH, BUICO-
U OYKBEHHO-IM(PpPOBOH HHPOpPMAIMHK), NPOTPaMMHBIE CpEJCTBA (ONEPALMOHHBIE CHCTEMEI, CHCTEMBI
yTpaBlieH!st 0a3aMK IJaHHBIX M T.I1.), CPEICTBA 3aIIMTHI HH(GOPMAIUH, IPUMEHsIEMBIE B HH)OPMAIMOHHBIX
CHCTEMAX.

TexHuuyecknii KaHajd yTeYKH HH(OpPMAIHMH - COBOKYIHOCTH HOCHTENS HHQpOpMAlLHH
(cpenctBa 00paboTKH), QH3MUECKOM CpeIbl PacIpOCTpaHEHHsT MH(QOPMATHBHOTO CUIHala U CPEICTB,
KOTOPBIMH JTOOBIBaETCS 3aluiliaemMas ”HGopMarus.

TpancrpannyHas mnepeaaya mnepcoHATbHBIX JAaHHBIX - Iiepefadya IEPCOHANbHBIX
JIaHHBIX onepaTopoM uepe3 ['ocynapcTBeHHyto rpanuiy Poccuiickoit @enepanyu oprany BIacTH
HHOCTPAaHHOIO0 TOCyZapcTBa, (QU3NYECKOMY UM IOPUAMYECKOMY JIMIy HHOCTPaHHOIO
rocyaapcTBa.

Yrpo3bl 0€30MaCHOCTH NMEPCOHAJBHBIX AAHHBIX - COBOKYITHOCTh YCJIOBHH M (hakTOpOB,
CO3[IAIOIIMX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIIy4aifHOrO, JOCTyIa K NEPCOHAIBHBIM
JIAHHBIM, Pe3yJIbTaTOM KOTOPOTrO MOXET CTaTh YHUUTOXEHHE, U3MEHEHHe, OJIOKUpOBaHHE, KOIIMPOBaHHE,
pacIpoCTpaHEHHE NEPCOHATHHBIX JAHHBIX, a TAOKE MHBIX HECAHKI[MOHMPOBAHHBIX IEHCTBUHM IIpH HMX
00paboTke B HHPOPMAIIMOHHOM CHCTEME NIEPCOHATHHBIX JJAHHBIX.

YHHUTOKeHHE MEePCOHATbHBIX JAHHBIX - JCHCTBUS, B pe3yibTare KOTOPBIX HEBO3MOXHO
BOCCTaHOBHUTH COZIEPXKaHHE MEPCOHATIBHBIX JTAHHBIX B HHPOPMAIIMOHHON CHCTEME NIEPCOHAIBHBIX JAHHBIX
WJTH B pe3yJIbTaTe KOTOPBIX YHUUTOXAIOTCSI MaTepHaibHble HOCUTENH IEPCOHANIBHBIX JTaHHBIX.

YTeuka (3amuimaemoii) HHGOPMALNH N0 TEXHHYECKHM KaHAJaM - HEKOHTPOJIMPYEMOe
pacnpocTpaHeHue HHPOPMAIIUK OT HOCHTEJIS 2alUiaeMol HHGOpMAIMKM depe3 QU3MYECKYIO Cpexy N0
TEXHHYECKOTO CPEJICTBA. OCYIIECTRIISIONIETO NEpeXBaT HHPOOMALIUH.

Ya3BUMOCTB - CJIA00CTH B CPENICTBAX 3AIUTHI, KOTOPYIO MOXHO MCIIOJIB30BaTh I HApYLIECHHS
CHUCTEMb; WIH COZIepKallieHcs B Helt HHbopMaruu.

IHeaocTHocTh HHGOPMALMH - CHOCOOHOCTH CPEACTBA BBIYHCIIMTEIBHOM TEXHMKH WIIH
ABTOMaTH3HPOBAHHOM CHCTEMBI OOECIIEYMBATh HEM3MEHHOCTh MH(PODMAIMU B YCIIOBUSX CIIy4alHOTO
W/WIM [IPETHAMEPEHHOTO UCKAKEHUA (Pa3pyLLEHHUS ).
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[Monutrka nHGOPMAIMOHHOH 6€30MacHOCTH HHHOPMAIMOHHBIX CHCTEM NEPCOHANBHBIX JAHHBIX

OBO3HAYEHUS U COKPAILIEHUS
ABC — aHTHBHPYCHBIE CpE/ICTBA
APM — aBTOMaTH3MpOBaHHOE pabouee MECTO
BTCC — BcriomoraresbHble TEXHHYECKHE CPEACTBA U CHCTEMBI
UCTI/Iz — napopManinoHHas CUCTEMA NTEPCOHATBHBIX JAHHBIX
K3 — xoHTpONHMpyemas 30Ha
JIBC — nokajpHasi BBIYUCIIUTENIbHAS CETh
M3 — mexceTeBoii 3KpaH
HCJIl — HecaHKIIMOHMPOBAaHHBIN 1OCTYII
OC - onepanroHHas cHCTEMA
I1J]I1 — nepcoHaIbHEIE TaHHBIE
IIMB — nporpaMMHO-MaTeMaTU4ECKOE BO3ICHCTBHE
1O — nporpamMmHOe obecnieueHne
[IOMHH — no6o4HbIe 371€KTPOMarHUTHBIE U3ITy4YeHHs U HAaBOJAKH
CA3 — cucreMa aHann3a 3al[HAIIEHHOCTH
C3U — cpeactsa 3amuThl HHGOPMalMHK
C3I1/11 — cuctema (moacucTemMa) 3alUThl NEPCOHAIBHBIX JaHHBIX
COB - cucrema o6HapyX eHHs BTOPKEHUH
TKVYHU — rexHuuecKue KaHaIbl yTeUKH HHPOPMALTUT
VBII/IH — yrpo3s1 6€301aCHOCTH NEPCOHATIBHBIX TaHHBIX
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[TonuTrka HHOPMALMOHHOH 6€30MacHOCTH HHQOPMALMOHHEBIX CHCTEM NEPCOHAIBHBIX JaHHBIX

BBEJEHHUE

Hacrosmas Ilomutnka wHbopManuoHHOM Oe3zonacHocTH (nanee — [lonmTHka)
MYHHIIHIIAIBHOTO OFO/KETHOTO JAOIIKOJIBHOTO 00pa3oBaTeIbHOTO yupexaeHus «Jlerckuit cag Ne
40y (danee - MBJIOY), paspa6orana MBJIOVY, sBnsercs opunHalbHBIM TOKYMEHTOM.

[Tonutnka pa3paboTaHa B COOTBETCTBHH C HENSIMH, 3aadyaMHM M IPUHOMIAMH
obecredyeHnss  0€30ITaCHOCTH  NEPCOHAJBHBIX  JAHHBIX  H3JIOXKEHHBIX B KoHuenuuu
uHpopMmanunoHHo# 6e3onacnoctu UCIIJ MBIOY.

[TonmuTHka pa3paboTraHa B cOOTBeTCTBHH C TpeboBaHusmMu PenepanpHoro 3akoHa ot 27
uronis 2006 1. Ne 152-@3 «O mnepcoHanbHBIX AaHHBIX» W TOCTaHOBIeHMs [IpaBuTenbcrsa
Poccuiickoit ®enepaunn ot 11 Host6ps 2007 r. Ne 781 «O6 ytBepxaenun Ilomoxenus 06
obecrieyeHHH O€30MacHOCTH IEPCOHATBHBIX TaHHBIX NpH MX 00paboTke B MH()OPMALMOHHBIX
CHCTEMaX IEPCOHANIBHBIX JAHHBIX », HA OCHOBAHHUH:

e «PexoMennanuii mno oOecnedeHHI0O O0e30macHOCTH I€PCOHAJBHBIX JAHHBIX INPH HX
00paboTke B MHGOPMAIMOHHBIX CHUCTEMAX IEPCOHAIBHBIX JAHHBIX)», YTBEPKIECHHBIX
3amectutenem nupexkropa ®CTIK Poccun ot 15.02.2008 r.,

e «TunoBeix TpeOOBaHMI 1O OpraHu3alMd U OO0ECNed4eHHIO0 (QYHKIHOHMPOBAHHMS
MHU(pPOBaNBHBIX (KpUNTOrpaQUUYecKHX) CpeAcTB, NpeAHA3HAYEHHBIX JUIS 3aIUUTHI
HHGOpMaLMH, HE CoJepxallel CBeJleHUH, COCTaBISIOIMX TOCYAApCTBEHHYIO TaiHy B
cllydyae W3 HCIOJb30BaHUS NI oOecriedeHHs Oe30MacHOCTH NEpPCOHAIBHBIX JaHHBIX
npu HX o00paboTke B HHGOPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX JaHHBIXY,
yTBepKaeHHBIX pykoBoJcTBOM 8 Ilentpa ®CB Poccum 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke onpenenensl TpeboBanus k nepcorany MCII/IH, cTeneHp OTBETCTBEHHOCTH
NepCOHaja, CTPYKTypa M HeOOXOAMMBIH YPOBEHb 3aINMINEHHOCTH, CTAaTyC H JOJKHOCTHBIE
00513aHHOCTH COTPYJIHHKOB, OTBETCTBEHHBIX 3a o0ecreyeHHe O€30MacHOCTH IE€PCOHAIBHBIX
nanubeix B UCI1Jn MBAOY.



9
IlonmutHka HH(bOpMaIIHOHHOﬁ 0e30MacHOCTH I/IH(bOpMaIII/IOHHI)IX CHUCTCM NICPCOHAJIBHBIX JaHHBIX

1 OBUIHUE HOJOXEHUSA

Llensro nactosmei Ilonutuku sBiusgercs obecmedyeHne 0e30MacHOCTH OOBEKTOB 3alIUTHI
MBJIOV ot Bcex BHAOB yrpo3, BHEIIHUX U BHYTPSHHHX, YMBIILUICHHBIX U HEMPEAHAMEPECHHBIX,
MHHHMU3anus yuep6a oT BO3MOXHOM peanu3anuu yrpo3 6ezonacHoctu [1n (YBITOH).

be3omacHocTr  NEpCOHANBHBIX  JAHHBIX  JOCTHTaeTcs  MYTEM  HUCKIIOYEHHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOro, AOCTyNMa K MEPCOHAIBHBIM JaHHBIM,
pe3yabTaTOM KOTOPOTO MOXET CTaThb YHUYTOXEHHE, U3MEHEHHE, OJOKMpOBaHHE, KOMHUPOBAHUE,
pacnpoCTpaHeHHE NEPCOHATIBHBIX JAHHBIX, & TAK)XE HHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBHIA.

HNudopmanust U CBI3aHHBIEC C HEH PECYPCHI JOJKHBI OBITh JOCTYIHBI Uil aBTOPH30BAHHBIX
noJsib3oBaTeiicil. JIOJDKHO OCYIIECTBIISATHCS CBOEBPEMEHHOE OOHApY)XEHHE M pEarMpoBaHHE Ha
VBITH.

JIOIXHO  OCYIUECTBJIATBCA NPENOTBpALCHHE NPEJHAMEPEHHBIX MJIH  CIIy4YailHBIX,
YaCTUYHBIX WJIH MOJIHBIX HECAHKIIHOHUPOBAHHBIX MOAUGHUKAIIUI HJIH YHHUYTOXEHHUS JaHHBIX.

CoctaB 06BEKTOB 3alIMTHI NIpeJIcTaBlieH B [lepeyne nepcoHaNbHbBIX JaHHBIX, MOIEXKAIIUX
3alIuTe.

Coctas UCII/I1 noanexamux 3aimure, npeacrasieH B OTyeTe o pe3ynpraTax IpoOBeACHHUS
BHYTPECHHEH IIPOBEPKH.

Ora [lonutuka uHGOpMANMOHHON Oe30macHOCTH OblIa yTBEpXKICHA PYKOBOIAUTENIEM
MBJIOYV u BBeneHa B aeiicTBUe npuka3zoM Ne 336 ot 17.12.2015.
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[NonuTHka HHGOPMAIIHOHHOH 6€30MAaCHOCTH HHPOPMAIIMOHHBIX CHCTEM IIEPCOHANBHBIX JaHHBIX

2  OBJIACTBH AEUCTBUA

TpeboBanus Hactosdmed IlonuTuku pacnpocTpaHstOTCS Ha Bcex cotpyaHukoB MBJIOY
(IITaTHBIX, BpEMEHHBIX, pabOTAIOINUX 110 CPOUHOMY JAOTOBOPY H T.II.), @ TAKXe BCEX MPOYHX JTHIL
(MOApSIYMKH, TOCTABINUKY H T.IL.).
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[Monutnka HHPOPMALIHOHHOH 6e3011aCHOCTH HH(POPMAIIMOHHBIX CHCTEM ITEPCOHANBHBIX JAHHBIX

3 CHUCTEMA SAHIMTHI NIEPCOHAJIBHBIX JTAHHBIX

CucreMma 3amuTh! epcoHanbHbIX qaHHbIX (C3I1/IH), CTpOUTCS HAa OCHOBAHHH:
e OrtueTa 0 pe3yJIbTaTax MPOBEICHHUS BHYTPEHHEH POBEPKH;
[lepeuHs mepCOHANBHBIX JAHHBIX, MOIJICKAIIHX 3alHTE;
AkTa KnaccuuKauuy HHHOPMAIIHOHHOM CHCTEMBI IIEPCOHANIBHBIX TaHHBIX;
Mogenu yrpo3 6e30MacHOCTH EPCOHANTBHBIX JaHHBIX;
[lonoxenus o pasrpaHHyeHHH MpaB AoCTyna K oOpabarsiBaeéMbIM IE€PCOHATBHBIM
JaHHBIM;

e PykoBoadmmx gokyMeHToB @CTIK u OCB Poccun.

Ha ocHOBaHMH 3THX JOKYMEHTOB ONpEHENAeTCs HEOOXOOUMBIH YPOBEHB 3alUIEHHOCTH
[Ix xaxnpoit UCII[An MBJIOY. Ha ocHOBaHMM aHa/u3a akTyalbHBIX yrpo3 6e3omacHocty [1/[H
onucaHHoro B Mogenn yrpo3 m OTuera O pe3ynbrarax MpPOBEICHHS BHYTPEHHEH IPOBEpKE,
JelaeTcs  3aKII0YeHHEe O HEOOXOAMMOCTH HCIOJb30BaHHS TEXHHYECKHX CpPEACTB U
OpraHM3allMOHHBIX MeponpuaTHil s obecriedenus Oe3omacHoctd [I/IH.  BriOpannble
HEoOXOUMBIE MEPONPHUATHS OTpaxarorcs B [lmaHe MeponmpusaTHi mo 00ECHEUEHHIO 3alIMTHI
[11H.

Hnsa xaxgor MCII[IH gomkeH OBITH COCTABJIEH CIIUCOK HMCIIOJIB3YEMBIX TEXHHYECKHX
CpeICTB 3alUTHI, a TaK e IMPOrpaMMHOro obecneueHus ydacrBymoouiero B obpaborke [1/1H, Ha
Bcex anemenTax UCII/In:

e APM nonp3oBareseu;

Cepaepa npuioxeHuni;

CVYB];

I'panuna JIBC;

KananoB nepenaun B cetd oO1ero Nojp30BaHUS M (MJIM) MEXIyHapOOHOTO oOMeHa,
ecJsd 10 HuM nepenatorcs [1/1H.

B 3aBucuMocTH oT ypoBHs 3anmineHHoctd UCII/IH u aktyaneHbix yrpos, C3I1IH moxer
BKJIFOYATh CJIEAYIOIHAE TEXHUYECKUE CPEACTBA:

® aHTHBHpPYCHBIE CpeACTBA I pabOYMX CTAHIIMM M0JIB30BATENIEN U CEPBEPOB;

® CpencTBa MEXCETEBOIO SKPaHUPOBAHMUS;

e cpenactea Kpunrorpadpuyeckod 3alUThl HHGOpPMAIMH, INpH IepeAaye 3alluiaeMon

HH(OpPMAIIHH [0 KaHalaM CBx3H.

Tak >xe B CIHCOK JO/DKHBI OBITH BKIIIOYEHBl (YHKIMHM 3alIUThI, oOecreyrBaeMble
mTaTHBIMH cpeacTBaMu obpabotku [1/[H onepanunonusMu cuctemamu (OC), mpukinagaeM 110 u
CIeLUATbHBIME KOMILUIEKCAMH, PEATH3YIOUIMMH CpeacTBa 3alMThl. CIUCOK (QYyHKUMH 3alMThI
MOET BKJIIOYATh:

e yIpaBleHHE U pa3rpaHUYEeHHUE JOCTYIIa I10JIb30BaTeleH;

® PETHCTPALUIO M y4yeT AeHCTBUH ¢ HHpOopManuei;

e ofecneynBaTh LETOCTHOCTh JAHHBIX;

® NPOM3BOAUTH OOHAPYKEHHH BTOPXKEHHIA.

CIUCOK HCIONIB3YEMBIX TEXHMUYECKHX CPEICTB OTpaxkaeTcs B lliaHe Meponpuaruil mno
00€CIIEYeHHIO 3allUThl IEPCOHANBHBIX JaHHbIX. CIHCOK HCIONb3YEMBIX CPEICTB JOJDKEH
HOJIEP)KUBATECS B aKTyaJlbHOM COCTOSHHH. [IpM H3MEHEHHH COCTaBa TEXHMYECKHUX CPEICTB
3ammTel Wik sneMeHToB MCIIJIH, cOOTBETCTBYIOIINE H3MEHEHHS MOJDKHBI OBITh BHECEHBI B
Crucok u ytBepxxaeHsl pykosoauteneM MBJIOY unu nunom, oTBETCTBEHHBIM 3a 0OecreueHHe
3amuthl [1/1H.
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[MonuTrKa HHPOPMAIHOHHOM 6e30macHOCTH HHGOPMAITMOHHBIX CUCTEM NIE€PCOHATIBHBIX JAHHBIX

4 TPEBOBAHUS K NIOACUCTEMAM C3I11n

C3I1/11 BKTIOYAET B ce0s CIIEAYIOMHUE OJCUCTEMBI:
yIpaBJICHUS JOCTYNIOM, PETUCTPALIMH H YYETa,;
obecreyeHUs UEIOCTHOCTH U JOCTYIIHOCTH;
QHTUBUPYCHOM 3aIUTHI;

MEXXCETEBOT0 SKPaHHUPOBAHUS;

aHaJIi3a 3alUIICHHOCTH;

00HapyXeHHUsI BTOP)KEHHUH;

KpUNTOrpadu4ecKoi 3aluThI.

IMoacucremsr C3I1/IH uMeIOT pa3nuyHblil GyHKIIMOHAN B 3aBUCHMOCTH oT knacca MCIT/TH,
OIIpeJICICHHOT0 B AKTE KiaccuDUKAMH HHPOPMAIMOHHONW CHUCTEMBI NEPCOHATBHBIX IaHHBIX.
Crucok cootBercTBUS GyHkuuid moacucreM C3I1J[H knaccy 3allMINEHHOCTH IPEJACTABIEH B
[Ipuinoxxenuu.

4.1 Tloacucremsl ynpaBJ/leHHs J0CTYIIOM, PerHCTPAallMH H y4eTa
[loncucreMa ympaBieHUsS [JOCTYIIOM, pPETHCTpallMM M ydeTa NpeaHasHayeHa JUIs
peaTH3aliy CIeAYIOMUX QyHKIHI:
e HaeHTH(OHUKAIKMK U IPOBEPKA NOTHHHOCTH CyOBeKTOB nocTyna mpu Bxoae B MCIT/IH;
® HJICHTHOHWKAIMHA TEPMHHAIOB, Y3JI0B CETH, KAaHAIOB CBS3H, BHEIIHHMX YCTPOWCTB IIO
JIOTHYECKUM UMEHAM;

® HJICHTHOWMKAIMH MPOTrpaMM, TOMOB, KaTaloros, (aiioB, 3anmuceil, MOJIEH 3alHcei 110
HMEHaM;

® DETHCTPAllMH BXoJa (BBIXOAa) CyOBEKTOB JOCTYNa B CHCTEMY (U3 CHCTEMBI), JIHOO
DETHCTPANHS 3arpy3Kd 1 HHHIHATU3AIKHU ONEPAHOHHON CUCTEMBI U €€ OCTaHOBA.

® pErucCTpaIii MOMBITOK JIOCTYyIa IPOrpaMMHBIX CPEACTB (IIporpamMM, NPOLECCOB, 3a1ay,

3aJIaHH#) K 3alUInaeMbIM daiiaaMm;

® DETHCTpallid INONBITOK JOCTyNla IPOTPaMMHBIX CPEACTB K TEpMHHalaM, KaHajlaM

CBSI3H, IpOTpaMMaM, TOMaMm, Katajioram, ¢aiinaM, 3aicsM, I0JIAM 3aIHCEH.

IToacucrema ympaBiaeHHS JOCTYIIOM MOXET OBITh pPEAJM30BaHA € MOMOINBIO IITAaTHBIX
cpenctB 06paboTku I1]IH (omepanuonubix cucteM, npwioxeHuid 1 CYBJ). Tak jxe MOXeT ObITh
BHEAPEHO CIICHHATHHOEC TEXHHYECKOE CPEICTBO MJIM HX KOMIUIEKC OCYMIECTBISIOIIHE
JIOTIOJTHUTEIbHEIE MEPBl MO ayTeHTH(GHKAWU U KOHTpoao. Hampumep, NIpUMEHEHHE €IMHBIX
XPaHWIHII YIETHBIX 3alHMCeil MOJIb30Baresieid U PErUCTPAlHOHHON HHPOPMAIINHK, HCIOIb30BAHHE
OHOMETPHUYECKHX M TEXHHUYECKHX (C MMOMOIIBIO 3JIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTU(HKALNH
U APYTHX.

4.2 Tloacucrema obecneveHHs LEeJTOCTHOCTH H JOCTYITHOCTH

IMogcucreMa oOecmedeHHs HEIOCTHOCTH W JOCTYNHOCTH IIpeIHA3HA4YeHa  JUId
obecreyeHus MEJTOCTHOCTH U pocTynHocTH [1/H, mporpamMHsIX U anmapaTHbIx cpencts UCITIH
MBJIOVY, a Tak e cpeCTB 3allUThl, IPH CIyYalHON HJIH HAMEPEHHONW MO DUKAINH.

[ToncucreMa peanusyeTcs ¢ MOMOIIBIO OpraHW3alldM  PE3EPBHOTO  KOIHPOBAHHUS
o0OpabaThIBacMEIX JJAaHHBIX, a TaK Xe pe3epBUpPOBaHHEM KiroueBbIX dneMeHToB MCIT/H.

4.3 TloacucremMa aHTHBHPYCHO# 3aLIHTHI

[ToncucTeMa aHTHBHPYCHOW 3aIlMTHl HpeJHa3HA4Ye€Ha A1 OOECIECYCHHUs aHTHBHPYCHOM
3amuTel cepBepoB 1 APM nons3oBareneit UCIT/la MBJIOV.

Cpencrtsa aHTHBHPYCHOM 3aIlMThl MpeJHA3HAYeHbl Ul pead3alldd  CIIELYIOIINX
byHKIUN:

® DPE3UACHTHBIA aHTHBUPYCHBIH MOHUTOPHHT;

® AHTHUBHPYCHOE CKAHHPOBAHHUE;
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® CKpUNT-OJIOKMpPOBAHUE;

® IICHTpaM30BaHHYIO/yIaJCHHYIO YCTaHOBKY/IEHMHCTAJUISAIIHIO aHTUBUPYCHOTO
NpOJyKTa, HACTPOHKY, aIMHHUCTPHPOBAaHHE, NMPOCMOTP OTYETOB H CTATHCTHYECKOM
HHbopManuu o pabore NpoayKTa; .

® aBTOMAaTU3MPOBAaHHOE OOHOBJIEHHE aHTHBHPYCHBIX 0a3;

e OrpaHHyYeHHE MpPAB MOJB30BATENS HA OCTAHOBKY HCIOJHSEMBIX 337a4 U HW3MEHEHHs
HacTpOEK aHTUBHPYCHOTO NPOrpaMMHOI0 obecrieueHus;

® aBTOMAaTHYECKUH 3alyCK cpa3y MOcCIe 3arpy3ku OnepalioHHON CHCTEMBI.

[Toncucrema  peanusyercss IyTeM  BHEAPEHHS  CHELUMAIbHOTO  aHTHBHUPYCHOTO

nporpaMmHoro obecneuenus Ha Bce 3eMeHTs UCIT/IH.
4.4 IlogcucTreMa MeKCeTeBOro IKPAHHPOBAHHUSA

[ToacucTeMa MeXCETEeBOrO 3KpaHUPOBAHHUS MpeAHAa3HAUeHa IS pealu3alld CIeIyIoIuX

byHKLIMiA:
e (GUIbTPallUHd OTKPHITOTO U 3amu¢poBaHHOrO (3aKpbiToro) IP-tpaduka no cnegyromum
napameTpam;
e ¢dukcanuu BO BHYTPEHHHX >XYpHalaX HUHGOpMALUU O NPOXOAAUIEM OTKPHITOM H
3akpbiToM IP-Tpaduxke;
e uIeHTH)HKAIMY ¥ ayTeHTU(UKALMIO aIMUHHCTPATOpa MEXCETEBOr0 3KpaHa IpH €ro
JIOKaNBHBIX 3anpocax Ha JOCTYII;
® pErucTpaunud Bxoja (BBIX0JA) aMHHHUCTpPATOpa MEXCETEBOIO SKpaHa B CHCTeMY (M3
CHCTEMBI) JIU0O 3arpy3Kd U MHUIIHATH3AMHU CHCTEMBI H €€ IPOrPaMMHOI0 OCTaHOBA,;
® KOHTPOJIS LETOCTHOCTH CBOEH MPOrpaMMHOM U HHPOPMAaIMOHHOM YacTy;
e (GUIbTPallUd MAKETOB CIY)XXEOHBIX INPOTOKOJOB, CIYXAaIllUX JJII JUAarHOCTHKH H
ylnpaBjieHHs pabOTOM CETEBBIX YCTPOKCTB;
e (uUIBTpaUUH C Y4ETOM BXOJHOTO M BBIXOJHOTO CETEBOTO HHTepdelca Kak CpeacTBO
IPOBEPKH MOJTHHHOCTH CETEBBIX aJIpECOB;
® pEruCTpallid H yUeTa 3anpallliBaeMbIX CEPBUCOB IPHKJIAJHOTO YPOBHS;
e OJOKHpOBAHHSA JOCTyNa HEHJCHTHQHLIHUPOBAHHOTO OO0BEKTa UMM CYOBEKTa,
HNO/UTMHHOCTh KOTOPOrO NpH ayTeHTU(QUKAUWH HE MOATBEPAWIacCh, METOJaMH,
YCTOHYHMBHIMU K IIEpEXBaTy;
® KOHTPOJIS 3@ CETEBOM aKTUBHOCTHIO NPUJIOXKEHH U OOHApYXEHHS CETEBBIX aTak.
[Toncucrema  peanusyeTcss  BHEIPEHHEM  IPOTPaMMHO-aNNapaTHBIX  KOMILIEKCOB
MEXCETEBOro 3KpaHupoBaHus Ha rpanuie JICB, knaccoMm He Hibke 4.
4.5 IloacHcTeMa aHAJIH3A 3aUHINEHHOCTH

[ToacucreMa aHanu3a 3alMIIEHHOCTH, AOJDKHA 0O€CleYMBaTh BBHIABICHUS YA3BHMOCTEH,
CBA3aHHBIX ¢ omuOkamu B KoHurypauuu 10 UCII/IH, koTOopbie MOTYT OBITH HCIOIb30BaHBI
HapyIIMTeNeM Ui peau3alii aTakyd Ha CUCTEMY.

OyHKIHOHAT TOACUCTEMBI MOXET OBITh peaJd30BaH NPOTPAMMHBIMH U IPOrpaMMHO-
annapaTHbIMU CpeACTBaMH.
4.6 Iloacucrema oOHApy’KeHHSI BTOPXKEHHI

[Toncucrema o6HapyXeHUs BTOP)XEHHH, TOKHA 00ecrieduBaTh BHISIBIICHUE CETEBBIX aTak
Ha 3eMeHTH UCIT/IH noaxitoueHHbIe K CeTsIM OOIIEro Moyib30BaHUs U (HJIM) MEXIYHapOIHOIO
obMeHa.

@OyHKIHMOHAN TOJACUCTEMBI MOXET OBITh pEald30BaH NPOrPAMMHBIMM M IIPOrpaMMHO-

annapaTHbIMU CPEJCTBAMH.
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4.7 Ioacucrema kpuntorpaduyeckoi 3alUThI

[Toncucrema kxpunrorpaduueckod 3aImUTHl NpenHazHadeHa aiud uckmodeHus HCJD k
saumimaeMoii undopmarmu B VCIIJIln MBJIOY, npu ee mepenauu mo KaHajgaM CBS3H CETeH
00LIEro NMOIB30BaHUS U (WIIH) MEXTYHAPOIHOTO OOMEHA.

[Toncucrema peanu3yeTcss BHEIPEHHS KPHITOrpadU4eCKHX MPOTrpaMMHO-allllapaTHBIX
KOMILJIEKCOB.
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S HNOJBb3OBATEJIN UCIIAH

B Konuenuuu #nHOOpMALMOHHOH Oe30IIaCHOCTH OIpeesieHbl OCHOBHBIE KaTeropHu
nojip3oBareie. Ha OCHOBaHMM 3THX KaTeTOPUM [JO/DKHA OBITh NpPOM3BECHA THIIM3aIM
nosp3oBaresei UCII/IH, onpeenen ux ypoBeHb 1OCTyINIa 1 BO3MOXXHOCTH.

B MUCIIJlz MBJIOY MOXHO BBIIEIUTH CIEAYIOLIME TIpPYNNBl I0Jb30BaTelNleH,
y4acTBYIOLIMX B 00paboTke u xpanenuu I1J[H:

o Anmuauctparopa UCIL/H;

AnMuHHCTpaTOpa 6€3011aCHOCTH;

Oneparopa APM,;

AIMHMHHCTpATOpA CETH;

TexHH4IeCcKOTo CIeNHaIUCTa [0 00CITy)XKUBaHHIO NTepHepuitHoro o00opya0BaHus;
ITporpammuct-pazpadotunk UCI1/IH.

JlaHHBIE O TpyNIax IMOJIF30BATENAX, YPOBHE UX JNOCTYINAa U HHPOPMHUPOBAHHOCTH JOJDKEH
Ob1Th oTpaxkeH B [lonoxeHHe o pasrpaHM4eHHMH IIpaB JocTyna K 00pabaTbiBaeMBIM
NEePCOHAIBHBIM JaHHBIM.

5.1 Aamunucrpatop UCIIAn

Anmunuctparop UCIIH, corpymauk MBJIOY, oOTBETCTBEHHBIH 3a HAacTpOHKY,
BHenpenne W compoBoxnaenue MCII[[H. ObecrneunBaeT ¢GyHKIIMOHUPOBAHHE MOACHCTEMBI
ynpaBieHuss goctynom MCIIJlH u  ymolmHOMOYEH OCYIIECTBIATH IPEIOCTaBICHHE U
pasrpaHHYEeHHE JIOCTyNa KOHEYHOro nojb3oarens (Onepatopa APM) k 3neMeHTaM XpaHSIIUM
NepCOHaNbHEIE JTaHHBIE.

Ammunuctparop UCII/IH obnagaet ciieayomuM YpOBHEM I0CTyIIa M 3HAHUH:

e obmamaer mNONHOM MHPOpPMalMed O CHCTEMHOM M NPHKIAJAHOM IIPOrPaMMHOM

oo6ecreuennu UCIIJH;

e o0nagaeT NOJHOU MHPOPMAITHEH O TEXHUIECKHUX cpencTBax ¥ kKoHpurypauuu UCII/H;

® HMMEET JOCTYIl KO BCEM TEXHHYECKHM CPEICTBaM 00pabOTKM MHPOpPMALUMU U JaHHBIM
UCIIx;

e obOmanaeT mpaBaMyu KOHQHUTVPHPOBAHUS M aIMUHUCTPAaTUBHONH HACTPOMKH TEXHHYECKUX
cpencts UCII/IH.

5.2 AamMuHHcTpaTop 0e30MacHOCTH

AnmuHHCTpaTop  OesomacHocTH,  coTpyaHuk  MBJIOY,  oTBeTcTBeHHBIH  3a
¢yukmonupoBanne C3[1J[H, BimOuas o0OCTy)XHWBaHHE W HACTPOHKY aIMHUHHCTPAaTHBHOM,
CEpPBEPHOM U KIIMEHTCKOU KOMITOHEHT.

AnMuHHCTpaTop OGe30nacHOCTH 0b1afaeT cleIyOIUM YPOBHEM JI0OCTYyIIa M 3HAaHHH:

e obOmnanaet mpasamMu ApMunuctpatopa UCII/H;

e obmamaet monHo# uHpopmarwmeit 06 UCI/H;

e WMeeT JOCTYNl K Cpe/ACTBaM 3amUThl HHPOPMALMU M MPOTOKOJUPOBAHHS M K 4YacTH

Kro4eBbIX 3eMeHToB UCTI/H;

e He HMeeT IIpaB JOCTyNa K KOHQUIYPHPOBAaHHIO TEXHHUYECKHX CPEICTB CETH 3a
HCKJTIOUEHHEM KOHTPOJIBHBIX (MHCIIEKLIHOHHBIX ).

AIMHHHCTpaTOp 0€30IaCHOCTH YIIOTHOMOYEH:

e peamu30BHIBaTh IMOMUTHKM Oe3omacHOCTH B yacTH Hactpoiku CK3M, mexcereBbIx
3KpaHOB M CHCTEM OOHAapyXEHHs aTak, B COOTBETCTBHH C KOTOPBIMH I10JIb30BaTElb
(Onepatop APM) mosryuaeT BO3MOXHOCTh paboTtats ¢ aneMeHTamu UCII/IH;

® OCYILIECTBIIAThH ayJUT CPEJICTB 3aLIUTHI,

® YCTaHaBJIMBaTh JIOBEPUTEIbHBIE OTHOIIEHHS CBOCH 3alNUINEHHOM CETH C CETAMH
npyrux MBJIOV.
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5.3 Onepatop APM
Omnepatrop APM, cotpyanux MBJIOVY, ocymectBastouuii o6padotky I1/ln. O6paboTka
[T1[In BkmouyaeT: BO3MOXHOCTH mnpocmoTpa IIJ[H, pyuno#t BBox IIJI[H B cuctemy HCII/H,
¢bopMHpOBaHHE CIpPaBOK M OT4eTOB no HHpopmauuu, nonydeHHoi uz MCIIJI. Onepatop He
UMeeT NOJTHOMOYHUH 1S ynpaBiIeHUs noacucteMamMu o6pabotku qanHeix U C3I1/IH.
Onepatop UCII/IH ob6nagaer cneayromuM ypoBHEM J0CTYIA U 3HAHUI:
e o0magaer  BCEeMH  HeoOXOAMMBIMH  aTpuOytamMH  (Hampumep,  HapoiieM),
o0ecrneynBaloUIMMHU JOCTYN K HEKOTOpOMY moaMHoxkecTBy 1]1H;
e pacnojaraeT KOHQUIEHIIMANbHBIMH JAHHBIMHU, K KOTOPbIM UMEET JOCTYII.
5.4 AIMHHHCTPATOp CeTH
AIMHHHCTpATOp ceTH, coTpyaHuk MBJIOY, oTBeTCTBEHHBIH 3a (QYHKIIMOHMpPOBaHHE
TeleKOMMYHUKarmoHHo#i noacuctemel MCIIJIH. AOMUHHUCTpATOp CETH HE UMEET ITOJTHOMOYHHI
JUIs yIpaBlIeHHUs NOJICUCTEMaMH 00pabOTKH JaHHBIX U 6€30MacHOCTH.
AJMUHHCTPATOp CETH 00NaJacT CASAYIONIUM YPOBHEM JOCTYyIA U 3HAHUH:
e obOnamaeT dYacThi0 HMHQOpPMALIUH O CHCTEMHOM M MPHUKIAJHOM IIPOrPaMMHOM
ooecneuennu UCII/IH;
e o0nanaeTr 4acThiO HHGOPMAIIUH O TEXHHUYECKHX cpeacTBax u koHurypanuu UCII/IH;
e HMeeT (U3HYCCKHI JOCTYN K TEXHHYECKHM CpeAcTBaM 0OpaGoTkM HHGOpMAaIUH U
CPEICTBAM 3aIUTHI;
® 3HaeT, 10 MEHBIIEH Mepe, OIHO JICTAIbHOE UMS JOCTYTIA.
5.5 TexHuueckul cCHeHHATHCT MO O00CAYKHBAaHMIO mnepHdepuiiHOro

obopyaoBaHus
TexHuueckuit crnenuanuct no obcnyxuBanuio, cotpyaHuk MBJIOY, ocymectsiser
oOcny>)KHBaHHE U HAaCTpoiiKy nepudepuiinoro obopynosanus UCIIJ/IH. Texuudyeckuii cienqyanuct
no OOCIYXMBaHHUIO HE UMeeT JocTtyna K [IJlH, He HMeeT NOJIHOMOYUH AN YHpaBICHUS
nojacucreMamMu 00paboOTKH JaHHBIX U O€30MaCHOCTH.
TexHudyeckuil cnenUaNucT no oOCIyKUBAHUIO 00JIafaeT CAeIYIOUMM YPOBHEM AOCTYNA U
3HAHUN:
e o0nagaer 4YacTbi0 HMHPOPMAIMM O CHUCTEMHOM M MPHKJIAJHOM IPOrPaMMHOM
o6ecneuennu UCIIJIH;
e 00yagaeT 4acThi0 HHGOPMALIUU O TEXHUUECKUX cpeacTBax B KoHpurypanuu UCITIH;
® 3HaeT, [0 MEHbIIEH Mepe, OJJHO JIETAIBHOE UMS JOCTyHa.
5.6 IIporpammucr-paszpadorunk UCIIAn
ITporpaMMHCTBI-pa3pabOTIUKH (MOCTABIIUKH) IPUKIaTHOTO IpPOrpaMMHOTO
obecrieueHus, 00ECNEYUBAIOIINE €r0 CONPOBOXICHHE Ha 3amuinmaeMoM obObekte. K maHHOM
IpyNIe MOTYT OTHOCHTBbCS KaK COTPYAHHKH YUPEXICHHSA, TaK M COTPYIAHHMKH CTOPOHHHX
OpraHu?aIu.
Muno 310k KaTEropuu:
e o0Onagaer uHpopManuel o6 anropuT™Max ¥ nporpamMmax o6paboTKH MHPOpPMaIUM Ha
UCII]/In;
e o0nagaeT BO3MOXHOCTSAMH BHECEHHS OMIMOOK, HENEKIapHPOBAHHBIX BO3MOXKHOCTEH,
IPOTrPaMMHBIX 3aKJaJOK, BPEIOHOCHBIX NpOrpaMM B IPOrpaMMHOE OOecredeHue
HUCII/Ix Ha cTaguu ee pa3pabOTKH, BHEAPEHUS U CONIPOBOXKACHHUS;
e MOXeET pacnonarate nmro0bMH ¢parmeHTamMu HHGopMmaruu o Tononorud MCIIH n
TEXHUYECKUX cpelicTBax 06paboTku U 3amuThl [1/H, o6padareiBaemeix B UCII1/IH.
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6 TPEBOBAHMUS K IIEPCOHAJLY 110 OBECIIEYEHHIO
JAIUTHI [11n

Bce corpynuuku MBJIOY, sBnsiomuecs nons3zoBatensmMu UCIIJIH, 1omKHBI 4€TKO 3HATH
U CTPOTO BBINOJHATH YCTAHOBJICHHBIE IIpaBHJia U OOS3aHHOCTH MO JOCTYIY K 3allUINAaeMbIM
o0BeKTaM U cCOONIOACHUIO IPUHATOTO pexxuma 6ezonacuoct [1J[H.

[Ipy BCTyImIEHMHM B JODKHOCTH HOBOTO COTPYJIHHKa HEMOCPEICTBEHHBIM HayalbHHK
NOJpa3eNeHUsl, B KOTOpPOE OH IIOCTyNaeT, o00si3aH OpraHU30BaTh €ro O3HAaKOMJIEHHE C
JOJDKHOCTHOM  HHCTPYKIMEH ¥  HEOOXOOMMBIMH  JOKYMEHTaMM, pErJIaMeHTUPYIOUIUMHU
TpeboBanus 1o 3amute [I/lH, a Takke oOydyeHHWE HaBBIKAM BHIMTOJHEHUS IIPOLENYP,
HEOOXOIUMBIX I CAaHKLMOHHUPOBaHHOTro ucrons3oBanusg UCIT/IH.

CoTpyIHHUK JOJDKEH OBITh O3HAKOMIIEH CO CBEACHUSIMU HacToseH [I0TUTHKH, IPHHATHIX
npouenyp pabotsi ¢ anementamu UCI 1 u C3I1/H.

Corpynauku MBJIOY, wucnone3yromue TeXHHYECKHE CpeAcTBa ayTeHTU(HUKaIUH,
JOJDKHBI 00ecreuuBaTh COXPAaHHOCTh UACHTH(UKATOPOB (3MIEKTPOHHBIX KII0UeH) U He JOIycKaTh
HCJZl x HuM, a Tak € BO3MOXHOCTb HUX YTEpH WJIH HCIOJb30BAHUS TPETBUMH JIMLAMH.
[lonp30BaTenu HECYT NEPCOHANBHYIO OTBETCTBEHHOCTD 32 COXPAaHHOCTh UAEHTH(PUKATOPOB.

Cotpynauku MBJIOY nomkHBI cleqoBaTh YCTAaHOBJICHHBIM IMpOLIEAypaM NOAIEpXKaHUS
pexuma 6e3omacHoctd [1J[H npu BeIOOpe M HCNONB30BAaHUU Mapojiei (€cU He UCIOJIB3YIOTCS
TE€XHUYECKUE CpeACTBa ayTeHTHPHKALIUH).

Corpymaukn MBJIOY nmomxHbl oOecreduBaTh HAICKAIIYIO 3alIUTYy 00OpYIOBaHHS,
ocTaBisieMOro 6e3 MpUCMOTpa, OCOOEHHO B TeX Clydasix, KOrJa B MOMEIIEHHE MMEIOT JOCTYII
MIOCTOPOHHHUE JiMIa. Bee momnp3oBaTenu MOMMKHBI 3HAaTh TpeOoBaHus no OesomacHocTH [1JIH u
IpOLEAyPHI 3alUTHl 000PYAOBaHHS, OCTABJICHHOTO 0€3 MPUCMOTPA, a TaKkkKe CBOM OOSI3aHHOCTH
10 00ECTICYCHHIO TaKOH 3aIUTHI

CoTpyIHUKaM 3alpemaeTcs ycTaHaBIMBaTh IOCTOPOHHEE IMPOrpaMMHOE OOECIIeYeHHE,
MOJKITIOYATh JINYHbIE MOOUIIPHBIE YCTPOHCTBA U HOCHTENH UH(OPMALIUH, a TaK e 3allUChIBaTh Ha
HUX 3alMIIaeMyro HHPOopMaLHUIo.

CoTpyaHHKaM 3allpeiaeTcs pa3riiamarh 3allyinaeMyo HHopMaluio, KoTopas cTajaa UM
H3BeCTHA NpH pabore ¢ nHPopMarmoHHbIMH cucTeMamu MBJIOVY, TpeTsum nunam.

[Ipu pabote ¢ [1/In B UCIIJIH cotpymauku MBJIOY o00s3aHbl 06€creyuTs OTCYTCTBUE
BO3MOXHOCTH mpocMoTpa [1/IH TpeTpuMu nuLaMu ¢ MOHUTOpOB APM uiu TepMHUHaNoB.

Ilpn 3aBepmenuu pabotel ¢ UCII[H corpyanuku oO6s3aHbl 3amuTuth APM umm
TEPMHHANIBI € TOMOIIBIO OJIOKMPOBKH KJIIOYOM MJIH SKBUBAJEHTHOTO CpEICTBA KOHTPOJI,
HalpuMep, JOCTYIIOM II0 TapoJIio, €CIH HE UCTIONB3YI0TCS 60Jiee CHIIBHBIE CPEACTBA 3aIlUTHI.

Corpynaukd MBJIOY nomkHbl ObITH NPOHMHGOPMUPOBAHH 00 yrpo3ax HapylICHUS
pexxuma OezonmacHocTH I[IJ[H M OTBETCTBEHHOCTH 3a ero HapymeHHe. OHH JOJDKHBI OBITH
O3HAaKOMJICHBI C YTBEPXICHHOW (OpPManbHOW TIPOLEAYpPOH HAJOXKEHHS AUCHMIUTHHAPHBIX
B3bICKAHMH Ha COTPVIHHMKOB, KOTOpbIE HApyIIWJIH TIIPUHSTHIE MOJUTHKY M IPOLEAYDHI
6e3omacHocTH [1/]H.

CotpynHuku o0s32H51 0e3 MpoMeIeHHs coobimark 000 Bcex HAOIIOJaeMbIX WM
MOJO3pHTENbHBIX cnydasx paborsi MCIIJIH. Morymux noBjedsb 3a co00H yrpo3sl 6€301MacHOCTH
[1]]H, a Takxe O BBIABICHHBEIX HMH COOBITHSX. 3aTparuBaroiiux 6e3onacHocTs [1JIH. pykoBoacTBy
HoJpa3/JeIeHHs M JIUILY, OTBEYAIOIEMY 3a HEMEIJICHHOE pearipoBaHue Ha Yrpo3bl 6€301acHOCTH
I1JIn.
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7  JAOJXKHOCTHBIE OBA3AHHOCTH NOJIB30OBATEJIEN
HCIIAn

HomxHocTHEIe 0Os3aHHOCTH monb3oBaTened VCIIJIlH omucanbl B CIEXYIOLIMX
JOKYMEHTax:

e Mucrpykuus anmunuctparopa UCII/IH;

e MHucTpykuus anmunucTparopa 6ezonacHoctd UCIIdH;

e Muctpykuus nonsizoarens UCIIx;

e HucTpykuus nonb3oBaTens MpH BO3HUKHOBEHHH BHEINTATHBIX CHTYAIIHH.
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8§ OTBETCTBEHHOCTbDb COTPYAJHUKOB UCI1Iln MBAOY.

B cootBerctBuM co cT. 24 DenepansHoro 3akoHa Poccuiickoit @enepauuu ot 27 HIONA
2006 r. Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX» JIMIA, BUHOBHBIE B HapyLIEHUH TpeOOBaHMH
JaHHoro efepanbHOrO 3aKOHa, HECYT TpPaXJAaHCKyl, YTIOJOBHYIO, aJMHMHUCTPAaTHBHYIO,
JMCLHUIUIMHAPHYIO U HMHYIO INpEAyCMOTPEHHYIO 3aKoHoaarenbcTBOM Poccuiickoit Peneparyu
OTBETCTBEHHOCTb.

HeiictByomee 3akoHoaarenscTB0O P@  mno3BosisieT npeabsaBIsATs TpeOOBaHUA IO
obecnieyeHuo Oe3zomacHoi paboTel ¢ 3amuMimaeMod uHQopManued U IpeaycMaTpUBaeT
OTBETCTBEHHOCTh 3a HapyllleHHE YCTAaHOBJCHHBIX INpaBWI BJKCIulyaTauud OBM H cucrtem,
HENpaBOMEpHBIH JOCTyn K HHGOpMAalUH, €CIM 3TH JCHCTBUS NpPUBEIM K YHUUYTOXEHHUIO,
OIIOKHPOBAHUIO, MOJU(PHKAUY HHPOPMAIIMU WM HapylieHuio pabotsl 9BM umu cereit (ctatbu
272,273 u 274 YK PO).

Anmunuctparop UCITJIH u agMuHHCTpaTOp 6€30MaCHOCTH HECYT OTBETCTBEHHOCTD 3a BCE
JICHCTBHUSA, COBEPIICHHBIE OT MMEHH MX YYETHBIX 3allUCeH MM CUCTEMHBIX YYETHBIX 3allHCEH,
€CIIH He JJOKa3aH (aKT HECAaHKIIHOHMPOBAHHOTO HUCIIOJIb30BAHMS YIETHBIX 3aIUCEH.

[Tpu Hapymenusx corpynuukamu MBJIOY — nons3oBareneit UCI1/In npaBui, CBA3aHHBIX
¢ Oe3omacHocTbio IIJIH, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO JEHCTBYIOLIMM
3aKkoHOJaTenbCcTBOM Poccuiickoi ®enepanuu.

[IpuBeneHHbIe BhIE TpeOOBaHHS HOPMATHBHBIX JOKYMEHTOB IO 3aIlUTe WHGOpMAIHU
JOJDKHBl OBITH oTpaxeHnbl B [lonoxenusx o moapazpenenusx MBJIOVY, ocylnecTBIAIOMMX
o6pabotky [1/]n 8 UCIIJIH ¥ AOKHOCTHBIX HHCTPYKIMAX coTpyaHukoB MBJIOVY.

Heobxonumo BHectu B [lonmoxenus o mnoppaszgenenusx MBJIOY, ocymecTBisomux
o6pabotky [1/In B UCI1/IH cBeneHHs 006 OTBETCTBEHHOCTH MX PYKOBOJIHUTENEH U COTPYJHUKOB 3a
pasriallieHue ¥ HECAaHKIIMOHMPOBaHHYI0 Moaudukanuio (Mckaxenue, ganscudukamio) [1/14, a
TaKXe 32 HENMPaBOMEPHOE BMEIIATENBCTBO B MPOLIECCH] MX aBTOMATU3MPOBaHHOH 00pabOTKH.
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9 CIIMCOK UCITOJb30OBAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHUBHO-TIPABOBBIMH M METOIWYECKHMH JOKYMEHTaMH, Ha KOTOPBIX
6a3upyercs Hacrosumee [lomoxeHue ABNAIOTCS:

1. ®enepansuslit 3akoH 0T 27.07.2006 r. Ne 152-®3 «O nepcoHaNsHBIX JaHHBIX» (Hanee
— @3 «O mnepcoHanbHBIX HAHHBIXY), YCTAHABJIUBAIOIIHM OCHOBHBIE NPHHUHUIBI H YCJIOBHS
obpabotku [1/14, npaBa, 0653aHHOCTH H OTBETCTBEHHOCTh YYACTHHKOB OTHOIUCHHI, CBA3aHHEBIX C
obpadotkoit [1][H.

2. «Ilonoxenue o6 obecnieyeHUH O€30MACHOCTH MEPCOHANBHBIX MAaHHBIX MPH HX
obpaboTke B HH(POPMAUMOHHBIX CHCTEMaX IIEPCOHAJBHBIX JaHHBIX», YTBEPKICHHOE
[TocranosnenuemM [IpaBurenscta PO ot 17.11.2007 r. Ne 781.

3. «Ilopsmox mpoBexeHus KiaccUpUKAUHH HHPOPMALHOHHBIX CHCTEM MEPCOHATBHBIX
JaHHBIX», YTBEPKAeHHBIN coBMecTHRIM [IpukazomM OCTIK Poccuu Ne 55, ®CB Poccun Ne 86 u
Munnnadopmcepsazu PO Ne 20 ot 13.02.2008 r.

4. «llonoxenue 06 0coOEHHOCTAX 0OPabOTKH MEPCOHANBHBIX JAHHBIX, OCYIIECTBISEMOM
0€3 MCToIB30BaHMs CPEJICTB aBTOMATH3aLUH», YTBepxaeHHoe [ToctaHoBnenneM [IpaBuTenbCTBa
P® o1 15.09.2008 r. Ne 687.

5. «TpeboBaHus K MaTepHAILHBIM HOCUTENIAM OMOMETPHYECKUX MEPCOHANBHBIX TaHHBIX
H TCEXHONOIMAM XpaHEHHUd TAaKUX JaHHBIX BHE HHGOPMAUHOHHBIX CHCTEM IEPCOHATIBHBIX
JaHHBIX», yTBepxAeHHbIE [locTanoBnenueM [IpaBurenscrea PO ot 06.07.2008 r. Ne 512.

6. HopmarusHo-MeToauyeckue HokymeHTH DemepanbHoi Ciy) OBl 10 TEXHHYECKOMY H
9KCIEPTHOMY KOHTpoito Poccuiickoit ®enepaunu (manee - ®CTIK Poccun) mo obecrneyeHuio
6e3onacHoctH [1JIH npu ux ob6padorke B UCIT/In:

7. PexoMeHmauuu mno oOecredeHHIO Oe30MacHOCTH IMEPCOHANBHBIX [JAHHBIX MPH HX
06paboTke B HHGOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. nupexktopa ®CTOK
Poccun 15.02.08 r. (JICIT)

8. OcHOBHBIE MEpONpPUATHA MO0 OpraHM3alMd W TEXHHYECKOMY 0OeCIeuYeHHIO
0e30MacHOCTH MEPCOHANbHBIX JaHHBIX, 00pabaThIBAEMBIX B HH(OPMAUHOHHBIX CHCTEMaX
NIEPCOHANIBHEBIX JaHHEIX, YTB. 3aM. qupektopa @CTIK Poceun 15.02.08 r. (JICIT)

9. ba3zoasg Monens yrpo3 0e30MacHOCTH MEePCOHANBHBIX IaHHBIX MPH UX 00paboTKe B
MH(OPMaAlMOHHBIX CHCTEMax MEPCOHAJBHBIX NaHHBIX, YTB. 3aM. mupekropa ®CTIK Poccuu
15.02.08 r. (JICIT)

10. Meronuka omnpenencHus akTyaJlbHBIX yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX
Ipu uX 06paboTke B MH(GOPMALUOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. AHPEKTOpa
®CTIK Poccun 15.02.08 r. (JICIT)



